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Glossary of Terms:

BULLYING
Repeated aggression, verbal, psychological, or physical conducted by an individual or 
group against others.

CYBERBULLYING
Bullying through the internet, mobile phones or other tech devices like iPads and 
computers.

TARGET
The person who is experiencing bullying behaviour. In the past, the term ‘target’ has 
been referred to as the victim of bullying. It is important to note that the term target 
means that anyone can be bullied. 

PERPETRATOR
The person carrying out the bullying behaviour.

BYSTANDER
Those who are not perpetrators or targets of bullying but know that bullying is 
occurring. Often associated with those who witness bullying.

ACTIVE BYSTANDER
A person who sees or hears an event or situation and recognises the behaviour of a 
person or group as problematic or wrong and decides to do something about it.

PASSIVE BYSTANDER
A person who sees or hears an event or situation and does not act on it.

ALLY
A person who advocates for others to promote their voices and experiences.

CHILD PROTECTION
Used to refer to the measures taken or proposed by organisations and individuals who 
seek to implement legislation, codes of practice, policies, or good youth work practice 
in ensuring the best possible welfare and protection of young people and adults 
working within the youth work sector. 

INTERVENTION
A strategy put in place in response to an incident of bullying.



PREVENTION
Intervention that occurs before the initial onset of a difficulty, to prevent the 
development of that difficulty.

SOCIAL AND EMOTIONAL LEARNING 
A term for the way young people acquire Social and Emotional Skills. It includes 
developing competencies like self-awareness, self-management, social awareness, 
relationship management and responsible decision-making. 

MINDOUT 2.0
Programme developed to support the social, emotional, and mental well-being of 
young people in the out-of-school sector.

INSTAGRAM
A free social networking service built around sharing photos and videos.

SNAPCHAT
A free messaging and social networking app for smartphones. One of the principal 
features of Snapchat is that pictures and messages are usually only available for a 
brief time before they become inaccessible to their recipients.

X
X, which was formerly known as Twitter is a social media platform where users share 
thoughts, jokes, news, and other content. It allows users to connect with others, discover 
news, and communicate with friends.

ROBLOX
An online game platform and game creation system which allows users to program 
and play games created by themselves or other users. 

*!



Foreword

In recent years, through conversations with youth workers across the island of Ireland 
during training and various events, a common theme has emerged: the urgent need 
for resources and support to help navigate the digital landscape that young people 
now inhabit. Bullying, once confined to classrooms and playgrounds, has found new life 
online, where it can reach its targets anytime, anywhere.

The rapid evolution of technology and the internet has made it easier for bullying to 
migrate online, with young people often receiving access to devices at increasingly 
younger ages. Unfortunately, many of these young individuals are not yet emotionally 
mature enough to fully comprehend or safely navigate the complexities of the online 
world.

The COVID-19 pandemic, which drove so much of our lives online, also fast-tracked the 
intrusion of bullying into homes and bedrooms, making it a potentially constant, 24/7 
threat. The impacts of bullying, particularly cyberbullying, can be devastating, leaving 
young people, and those who care for them searching for reliable and trustworthy 
guidance.

The National Youth Health Programme recognises this challenge and hopes that this 
resource will serve as a valuable tool. It is designed to empower youth workers, parents, 
guardians, and caregivers with the knowledge to support our young people. By building 
their confidence and capacity to report, block, and overcome cyberbullying, we can 
help them reclaim the digital world as a place of connection, not harm.

Rachael Treanor 
National Youth Health Programme Manager
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Introduction

This resource has been developed to aid youth workers in navigating the ever-
changing online world and the implications that come along with it. 

Research and discussions at the National Youth Health Programme via training and 
events, involving youth workers and volunteers, have confirmed that social media 
and cyberbullying can have a detrimental effect on young people. Cyberbullying can 
negatively impact a young person’s character, emotional well-being, and mental 
health.

Bullying is an issue that can occur at any point in someone’s life and in any 
environment, however, young people are especially susceptible to any form of 
aggression and harassment. The experience of bullying can cause real, sometimes 
irreversible damage to a young person’s life. It is important to know how to support 
them and let them know when and how to ask for help, in person or online. 

The modern digital age means that more than ever, young people have direct access 
to one another 24 hours a day. Bullying is not left in the playground or classroom 
anymore; it can follow someone home and invade their safe space and environment. 
Bullying can also have negative impacts on the well-being of those who witness it, 
known as bystanders. 

Cyberbullying has been shown to cause as 
much harm as conventional bullying, and in 
some cases, it can be much worse.
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A survey conducted by the National Advisory Council for Online Safety (1) (NACOS) 
published in 2021 found that

Smartphones are the most used 
devices for online accessibility, with 

70% of young people 
aged between 

9 and 17 years reporting daily 
online access.

91% of 15 to 17-year-olds 
own a smartphone and almost 

90% of 15 to 17 year-olds 
use social media. 

41% of 9 to 10-year-olds 
 own a smartphone

47% own their own  
games console and 

44% a tablet device.

This report found that 

11% of 9 to 17-year-olds  
have been bullied in the past year- 
the highest incidence was reported 
by 13 to 14-year-olds, with 

18% reporting they have been 
cyberbullied in the past year. 

45.3% of young people  
surveyed reported  
witnessing some kind of 
mistreatment online  
over the last months i.e. 
cyberbullying, therefore classing 
them as bystanders.  
The cyberbullying witnessed 
included mocking, name-
calling, and insults. 
Parents and friends were found to 
be the preferred person a young 
person would disclose witnessing 
cyberbullying to. 

REPORT
ABUSE
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Studies have shown that Girls are more often victims of cyberbullying than boys and 
that cyberbullying is most likely to occur on social media sites like Instagram, Snapchat, 
or X (formerly Twitter) (1), with the second most common way being through instant 
messaging on mobile phones. Online game platforms are found to be the next most 
reported setting where cyberbullying takes place. Sending nasty or hurtful messages 
to the victim has been reported as the most common form of cyberbullying among 
young people, while name-calling or insults are the most common (64.6%) witnessed 
by bystanders. Most young people preferred to disclose cyberbullying to a parent 
(30.2%) or a friend (29.2%). Bystanders are more likely to be heavier internet and digital 
users than non-bystanders. Cyberbullying has also been found to increase in incidence 
when young people move from 6th class into 1st year- coinciding with increased 
access to mobile phones and social media, as well as decreased supervision in 
secondary school (2). 

Secrecy around cyberbullying has also been found to increase as young people age.
Young people feel that because they are of a certain age they can deal with the 
issue themselves (2). The long-term impacts of traditional face-to-face bullying have 
been well-researched and linked to poorer outcomes in the social and emotional 
development of perpetrators and targets. It is emerging that this new age of 
cyberbullying also negatively impacts social and emotional learning with the potential 
of being worse than traditional bullying, as cyberbullying can occur anywhere and at 
any time of the day or night. 

These early social and emotional impacts may continue into later life, leading to the 
young person being at risk for poor health and mental health outcomes as well as 
isolation and poorer career prospects (3).

Social and emotional well-being plays a vital role in young people’s academic success, 
social development, community involvement, and future employment opportunities. 
It serves as a protective factor against various health issues. A Young person with 
good social and emotional well-being is better equipped to cope when targeted for 
cyberbullying, while a young person who has good social and emotional well-being is 
less likely to become a perpetrator of cyberbullying (3). 

Studies have also highlighted the link between cyberbullying, over-sharing online, and 
the length of time spent online, while highlighting a need for greater education on the 
importance of privacy, communicating appropriately online, and maintaining a healthy 
online/offline balance (1)(2). Taking these steps means negative experiences online are 
reduced.  

Girls are more 
often victims of 
cyberbullying 
than boys.

Cyberbullying 
is most likely to 
occur on social 
media sites.

Sending nasty or 
hurtful messages 
is the most 
common form of 
cyberbullying.
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Youth workers and volunteers feel like there is insufficient information regarding the 
effects of cyberbullying and guidance on how to manage and report these incidents. 
With that in mind, this resource has been developed with the aim to: 

4

Define bullying and cyberbullying. 

Define targets, perpetrators, and bystanders.

Identify the signs of cyberbullying.

Understand why young people, engage in cyberbullying.

Understand the impact cyberbullying can have on a young person - 
when they are the target, perpetrator, and/or bystander.

Equip youth workers with the knowledge and skills to address cyberbullying 
among young people.

Know what to do when a young person is a target or perpetrator  
of cyberbullying.

Explore ways to prevent instances of cyberbullying.

Inform youth workers, volunteers, and young people of services available  
to them.



Concerns from Youth Workers
This information was collected at training delivered to youth 
workers by the National Youth Health Programme.

Misinformation 
online, especially 
around mental 
health

Young people are 
experiencing poor 
mental health due 
to pressure from 
social media

Interacting with 
the wrong people 
on social media

Young people do 
not know how to 
communicate or make 
friends in real-life

Pressure and bullying 
on social media 
leading to poor mental 
health outcomes

Misinformation 
on social media

Young LGBTI+ 
people experiencing 
horrific bullying and 
abuse online Young people live 

more online now- 
which leads to 
negative outcomes

Social media trends 
are glorifying 
harmful behaviours

Social media is 
harming mental 
health Young people spend 

a lot of time online, 
leading to a lack of 
sleep and poor mental 
health outcomes

Young people  
can’t decipher what 
is real and what is 
fake online

Social isolation 
because of 
always being 
online Social media has  

led to early exposure 
to pornography and 
violence

Bullying online 
is becoming a 
major problem

Emotional Skills and 
Emotional Intelligence 
is underdeveloped in 
young people

Unrealistic 
expectations 
around body image 
and relationships
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1. What is Bullying?

Bullying is described by the Department of Education (4) (2024) as “unwanted negative 
behaviour, verbal, psychological or physical conducted by an individual or group 
against another person (or persons) and which is repeated over time”. Harassment 
and bullying are commonly seen as behaviours of an offensive, oppressive, or 
intimidatory kind, that whether deliberately or not, cause physical or emotional distress 
to their victims.

There are different types of bullying a person can experience. These include (5)(6):

VERBAL  Name-calling.

PHYSICAL  Pushing, hitting, slapping.

EMOTIONAL  Intimidation, manipulation, control.

EXTORTION  Forcing or threatening someone to do something.

EXCLUSION  Socially isolating or ignoring someone.

GESTURES  Using threatening gestures.

CYBER-BULLYING  Bullying through online platforms.

Trends in bullying have remained stable in recent years, 
however, trends in cyberbullying have increased (2). Studies 
have found that around 1 in 6 (15%) adolescents have 
experienced cyberbullying with the rates similar between boys 
(15%) and girls (16%). This was an increase from 2018(1). Over 
the last number of years, young people have been engaging 
and interacting more online than in social settings. With young 
people spending more time online and gaining access to 
the online world at a younger age, interventions are urgently 
needed to develop young people’s digital literacy and safety 
skills (7). 

7
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2. What is Cyberbullying?

Cyberbullying is bullying that happens through the internet, mobile phones, or other 
technology devices like iPads and computers (8). It most commonly occurs on social 
networking and gaming platforms such as WhatsApp, Snapchat, Instagram, X, TikTok, 
and Roblox, to name a few.

Cyberbullying presents new challenges for young people, extending far beyond the 
school gates or youth groups. It allows bullying to occur anytime a young person is 
online, even in the perceived safety of their own home. This means that bullying can be 
ongoing, persistent, and difficult for adults, parents, or caregivers to detect (9) . 

Cyberbullying has been classed by the World Health Organization as a ‘major public 
health problem’ (9). Cyberbullying can have many negative impacts on a young person 
who is a target, perpetrator, or bystander of cyberbullying- increasing the risk of poor 
health, and social and emotional outcomes in childhood and adolescence. 

3. Why Young People Cyberbully

One of the main reasons young people engage in cyberbullying is due to the dynamics 
of cyberspace and online platforms. Online spaces and social media platforms allow 
for anonymity. When bullying occurs face-to-face, a young person can see the instant 
effect of their actions, through the reaction of others like the body language and facial 
expression of the targets as well as the reaction of adults and other young people who 
bear witness to it. Because of this, they may have self-regulation in which they stop 
the bullying behaviour. Online, a young person cannot see the reactions of the target, 
meaning the potential for empathy online is low as well as the opportunity for self-
regulation. Young people do not see the effect of bullying or feel they are talking to a 
screen instead of a real person. As well as this, the online world allows a young person 
to be anonymous and carry out bullying behaviour in their own home. Because of 
these reasons, the level of bullying can harshen and increase. 

It is important to recognise that someone who is engaging in cyberbullying may 
be experiencing hardships and are using cyberbullying as an outlet or a means of 
having power over certain aspects of their lives. Often, young people who engage in 
cyberbullying have themselves been victims of cyberbullying. By reversing their roles 
and becoming cyberbullies, they can feel a sense of control and power. This behaviour 
may also be a way of lashing out after feeling victimised, especially if they were unable 
to retaliate against their own bully (10)(11).

Cyberbullying has been classed by the World Health 
Organization as a ‘Major Public Health Problem.’ (9)
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There are numerous reasons young people engage in cyberbullying. 
These include (10)(13)(17):

A Response to a Breakdown in Friendships or Relationships  
Cyberbullying can be used as a means of exacting revenge on another 
person who may have caused them upset offline such as the breakdown 
of a friendship or relationship. Cyberbullying is often fuelled by anger, 
jealousy, or rage and targeted at someone they know offline/in person. 

Difficulty in their Home Environment  
There may be less parental involvement or young people who cyberbully 
might be experiencing a difficult home environment and are therefore 
using cyberbullying as a coping mechanism or a distraction from their 
home-life. 

Mental Health  
Young people who engage in cyberbullying might also be struggling with 
their mental health. They may be using cyberbullying as an outlet for 
combatting these struggles.

Loneliness and Isolation  
It is also common for young people who cyberbully to be experiencing 
loneliness or isolation. Cyberbullying or promoting harmful messages 
online can be a way of getting attention and feeling less alone.

Anonymity of the Online world  
Young people who bully online may not necessarily be physical bullies 
offline. Cyberbullying is often anonymous, making it easier for people to 
type hurtful messages from behind a screen rather than saying them face 
to face. Cyberbullies can leave comments specifically designed to provoke 
a response and can easily log off when someone reacts.

The Level-playing Field of the Online World  
Traditional bullying usually involves the bully having power over the victim. 
A bully can be more popular or stronger than the victim, but the internet is 
a level-playing field where anybody can engage in bullying (14). 

9
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4. Examples of Cyberbullying

There are several types of cyberbullying, including (6)(12): 

Sending messages to the target that are harmful, hurtful, and abusive. 
These messages can be threatening and persuasive. This is known as cyber 
harassment.

Engaging in online arguments with the target to assert power over them. 
This is referred to as flaming and can often include the use of vulgar 
language and making personal comments about the target on a public 
forum.

Posting embarrassing photos or videos of the target on social media, or 
threatening to share pictures or information about the victim.

Impersonating the target and sending hurtful or inappropriate messages to 
others on their behalf through fake accounts to damage their reputation. 

Sending explicit messages including images, texts, and videos or posting 
explicit content of the victim in public comments or uploading and tagging 
the target.

Spreading rumours about the target or gossiping using social media 
platforms or messaging apps- known as ‘dissing’  (12).

Exclusion from online events, chat rooms, games, and activities or 
messaging the target telling them they are unwelcome at an in-person 
event, or deliberately not inviting them.

Cyber-stalking the target. This may involve monitoring the target’s online 
activity closely as well as their real-world activities. Cyber-stalking also 
includes obsessively messaging the target with offensive comments and 
threatening to cause them harm.

Viral shaming by ridiculing or making fun of the target for something they 
did, how they look, or their personality on a public platform which allows 
others to join in. 

Sharing personal information about the target like their school, home address 
or phone number, referred to as ‘Doxxing’ (12).

Outing the target by revealing their gender identity or sexual orientation 
without their consent.

10



5. Targets for Cyberbullying

A target is a person who is experiencing bullying behaviour. In the past, the term ‘target’ 
has been referred to as the victim of bullying. The term victim can imply that a person 
has no power and cannot change the situation. The term target is more neutral and 
implies that the situation can be changed, thus empowering the individual. (13) 

Cyberbullying or bullying can happen to any young person, for any reason, at any time. 
However, young people who present as diverse to their peers in some ways are more 
likely to be targeted. These differences can be described as vulnerability factors, which 
can include (14):

GENDER/GENDER IDENTITY

RACE

ETHNICITY

SEXUAL ORIENTATION

PHYSICAL APPEARANCE

DISABILITY OR ADDITIONAL NEEDS

SOCIO-ECONOMIC STATUS

Young people may also be targeted because:

THEY ARE SHY OR ISOLATED

THEY ARE ANXIOUS OR HAVE LOW SELF-ESTEEM

11
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Being a target of cyberbullying may result in peers distancing themselves from the 
young person, in case the association might result in them being targeted. This social 
withdrawal may result in feelings of social isolation and loneliness, which is likely to 
lead to lowered self-esteem. There may also be implications for a target’s academic 
achievements and overall emotional well-being. When a target’s life is consumed with 
cyberbullying, they are less likely to engage academically and may begin to withdraw 
from school, especially if the perpetrator is in attendance. The impact of cyberbullying 
on their emotional well-being may also result in risk-taking behaviours like smoking 
and alcohol consumption (9). 



Cyberbullying can cause significant distress for a young person, causing them to 
react in many ways. It is important to notice any changes in a young person’s mood or 
behaviour and to understand that reactions to cyberbullying vary from person to person. 
Below are signs that a young person is a target, but this list is not exhaustive (11) .

Signs a Young Person is a Target of Cyberbullying

Changes in their Use of Technology  
Unexpectedly stop using their devices or appear nervous or jumpy whilst 
using their devices. Other young people may begin to use their devices in 
excess, to keep track of any harsh comments or interactions that might 
be happening online or targeted at their social media pages. They may 
also become increasingly secretive about their online behaviour or avoid 
discussions about their social media. 

Changes in their Mood and Behaviour  
Experience a negative change in their mood or behaviours. They may present 
anger or frustration after being online and display changes in behaviours like 
oversleeping or not sleeping enough and an increase or decrease in eating. 
They begin to display signs of increased anxiety (over time this may lead to 
an increased risk of depression or suicide ideation).  

Lack of Interest in Social Interactions 
Appear uneasy or may stop going to school, youth group, or out in general. 
They may become abnormally withdrawn from friends and family members, 
no longer speak or meet up with close friends and lose interest in hobbies 
that previously mattered most to them. 

12



6. Perpetrators of Cyberbullying

A perpetrator is the person who is carrying out the bullying behaviour., the term 
perpetrator is a more neutral term than ‘bully’.(13) Labelling someone a bully can 
suggest that bullying is the identity of the person, whereas, in reality, bullying is 
a behaviour that can be changed. Any young person can be a perpetrator of 
cyberbullying, for any reason, at any time. However, some young people are more likely 
to be perpetrators of cyberbullying due to:

Less parental involvement or are having issues at home.

Thinking badly of others.

Viewing violence in a positive light.

Having friends who bully others.

Having difficulty following rules.

Perpetrators can experience a range of social and emotional difficulties, like feeling 
unsafe or isolated in school as well as unsupported by staff and teachers which may 
also be a factor in why they engage in cyberbullying in the first place. Perpetrators 
have also been noted to experience social isolation and lower self-esteem, leading to 
a decrease in academic performance as well as engaging in risk-taking behaviours 
like smoking or alcohol consumption (9).

13
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Recognising that a young person is a perpetrator of cyberbullying can be difficult as 
it happens in private digital spaces, however, there are behavioural signs to watch 
out for (11):

Signs a Young Person is a Perpetrator of Cyberbullying

Changes in their Use of Technology  
Become increasingly secretive about their behaviour online and will quickly 
switch between screens or hide their devices when an adult or other young 
person is nearby and avoid conversations about what they are doing online. 
They may also clear their online history. They may be constantly using their 
devices, often late into the night. They may laugh excessively at their device and 
will not show what they find funny. They frequently use multiple social media 
accounts or an account not under their name. They also might be arrogant 
about their technological skills and abilities.

Changes in their Mood and Behaviour  
Become unusually upset if they are unable to use their device. Often a 
perpetrator of cyberbullying will have increased behavioural or disciplinary 
actions at school or youth group. They may become increasingly insensitive 
towards other young people or begin to display violent tendencies.  

Changes in their Social Interactions  
Appear overly concerned with popularity or a continued presence in social 
circles or their social status. They might begin to withdraw or become isolated 
from their family and begin to hang out with the ‘wrong’ crowd.

14



7. Bystanders to Cyberbullying

A bystander is someone who observes, witnesses or is present at an event or incident 
but does not take part. A bystander to cyberbullying is anyone who witnesses bullying 
on digital forms like social media, gaming websites and apps but does not take part. A 
bystander is neither the target or perpetrator A bystander has the potential to make a 
positive or negative difference (15)(16).

One of the main concerns of cyberbullying is that due to it occurring on an online 
medium, it is difficult for adults to monitor or even be aware of. It can be difficult for a 
young person to approach an adult in their life and inform them that they are a target 
of cyberbullying. A bystander can take on the role of approaching a trusted adult and 
informing them of the cyberbullying or becoming a support for the target themselves, 
so the target does not become isolated. 

How a bystander reacts to a situation of cyberbullying can have serious implications, 
positive and negative for the target (15). A bystander can choose to be ‘Active’ or 
‘Passive.’ An active bystander is someone who recognises the behaviour of a person or 
group is wrong or problematic and decides to do something about it, while a passive 
bystander is someone who witnesses the problematic situation but chooses not to act. 
(18) An active bystander can also be referred to as an ‘ally’. 

What Roles do Young People Play in Bullying Situations?

ONE WHO BULLIES DEFENDERS

Start the 
bullying and 

play a leader 
role.

FOLLOWERS

SUPPORTERS

PASSIVE
SUPPORTERS POSSIBLE 

DEFENDERS

Take an active 
part, but do not 
usually start it.

Support the 
bullying but do 

not take an 
active role.

A

B

C

DEFENDERS

FOLLOWERS

SUPPORTERS

ONE WHO IS BULLIED

Like the bullying 
but do not show 

outward signs 
of support.

DD Dislike the bullying 
and think they 
should help but 
do nothing.

F

Dislike the bullying 
and help or try to 
help the one 
being bullied.

G

Are aware of what is 
happening but may 
feel that it's none of 
their business.

E

DISENGAGED 
ONLOOKERS

H

An adaptation of The Bullying Circle by Dan Olweus, PhD(16).
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The 5Ds of Bystander Intervention (19)(20)

The 5Ds are different methods that a bystander can use to show support to someone 
who is being bullied or harassed, to emphasise that the harassment is not okay. The 
5Ds are designed to be safe and not escalate situations- they can also be used 
by anyone to support the target and reduce the potential of trauma. The 5Ds were 
developed by ‘Right to Be’ and the bystander programme, ‘Green Dot’. 

1 Distract  
A creative form of intervention. The idea is to interrupt the harassment and 
defuse the situation without confrontation. Distract either the Perpetrator or 
Target and defuse the situation without confrontation with a conversation 
unrelated to the harassment. In an online setting, this could involve leaving 
a comment in the section where an altercation is taking place or changing 
the topic of conversation.

2 Delegate  
Bring in a third party to help, someone with more authority such as a youth 
worker or adult. When it comes to cyberbullying, the likelihood of an adult 
having awareness of the situation is low, so bystanders must use their 
power to alert them to situations of cyberbullying. 

3 Document  
This can include photos, videos, or screenshots of what the bystander 
has witnessed which could help the target in the future to build evidence 
against the perpetrator.

4 Delay  
If the bystander cannot intervene the moment the harassment is taking 
place, they can check in with the target to see if they can support them e.g. 
messaging them directly/privately, giving them a phone call, or supporting 
them as they seek help. 

5 Direct  
Respond directly to the perpetrator where it is safe to do so. In these 
instances, a bystander should be confident, assertive, and calm.  
The bystander can ask the perpetrator directly to stop their behaviour.  
A bystander should engage others for support where available in  
this instance.
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Why Bystanders do not Intervene  

Fear they will become the target or fear of retaliation from the 
perpetrator(s).

Fear of losing their social status.

They are not friends with the target.

Do not have sufficient knowledge about the young people involved, the 
incident and whether they perceive an intervention is right or wrong.

Do not believe an adult will take the situation seriously.

Worried involving an adult may make the situation worse.

Do not know what to do or how to address the situation.

Do not have the confidence to stand up for the Target or approach an 
adult about the situation.

Why Bystanders do Intervene  

They are a friend of the target.

Are morally and emotionally developed and believe that bullying is wrong.

They view the target as innocent.

Have sympathy or/and empathy for the target.

Believe that involving an adult will help the situation and address the 
bullying.

Consider how serious and dangerous cyberbullying can be.
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How Bystanders can Prevent Cyberbullying  

By being inclusive and welcoming to others.

Act as a role model for pro-social behaviour (showing kindness, respect, 
and empathy).

Engaging with young people they believe to be at risk of becoming a 
target of bullying.

Involving themselves with bullying prevention initiatives at school, youth 
groups or in their community.

How Bystanders can Intervene in Cyberbullying  

Defend the target.

Intervene as a group with other young people.

Change the topic.

Question the bully on their behaviour.

Openly objecting to the bullying.

Vocalising approval of the target-validating their social status.
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How Bystanders can Address Cyberbullying after 
it Occurs  

Reach out privately to the target and express their empathy or concern.

Report the perpetrator to a trusted adult like a parent, teacher, or youth 
worker.

Reach out privately to the perpetrator and express concern (only if they 
feel safe to do so).

The Golden rule for Bystander Intervention:  
Only Intervene when it is Safe for you to do so.

Being a bystander to cyberbullying can also negatively impact that young 
person. Witnessing cyberbullying, especially if a friend is a target can be 
upsetting and distressing for a young person. A bystander who is unable to 
intervene may experience increased feelings of anxiety over the situation 
while also becoming fearful that they may be the next target. This stress 
may cause the bystander to withdraw from friends, school or hobbies and 
become socially isolated. Bystanders may also feel guilt or shame for not 
intervening especially when they know that cyberbullying is wrong. The 
combination of these emotions may lead to lowered self-esteem and risk-
taking behaviour. On the other hand, those who do intervene and show 
compassion and empathy for targets may gain a feeling of empowerment 
and confidence for doing the right thing. A young person who feels confident 
and empowered is less likely to withdraw from social interactions and school 
environments (9).

19
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1. Preventing Cyberbullying

Cyberbullying can be difficult to detect and prevent. Youth work organisations and 
youth workers must be aware of and implement the necessary measures to minimise 
the risk of cyberbullying occurring. It is important to encourage young people to ‘pause 
before they post’, reflect and think before they say something impulsively- will this hurt 
somebody? Is it truthful? Is this going to impact my digital footprint? (16). Below are 
some examples of steps to take to minimise the incidence of cyberbullying among 
young people (16)(17). 

The organisation’s Anti-bullying policy should 
be made accessible to young people, parents, 
and caregivers to ensure they are aware of the 
consequences of bullying.

The risk of a young person becoming a 
perpetrator or target of bullying can be lowered 
by developing their social and emotional skills 
through social and emotional learning programmes. Whole organisational  
social and emotional learning programmes include MindOut 2.0. 

Have open conversations with young people on the impact of cyberbullying 
not only on the target but on the perpetrator themselves.

Highlight the importance of being an active bystander and speaking up 
when someone they know is being bullied online or in person.

Educate young people on the signs that someone is a target of bullying.

Reiterate that online spaces are youth-led, and it is important to  
come to an adult if they recognise inappropriate or bullying-like 
behaviour online.

Organise a youth-led panel to spearhead an anti-bullying 
campaign within the organisation.

MindOut 2.0 is delivered 
by the National Youth 
Health Programme with 
the aim to develop and 
improve SEL skills of 
young people
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2. Intervening in Cyberbullying

Cyberbullying can be a delicate matter to deal with. Youth workers must be aware of 
the policies within their organisations that are there to support them, as well as have 
an awareness of the steps to take when responding to cyberbullying (17).

Follow the organisation’s Child Safeguarding Policy for reporting and 
responding to child protection and welfare concerns.

Follow the organisation’s anti-bullying policy.

Raise awareness of cyberbullying and highlight anti-bullying messaging, 
especially with messaging that has been devised by young people 
themselves- which could stem from youth-led panel mentioned earlier.

Promote anti-cyberbullying messaging in the organisation which encourages 
young people to use the internet safely.

Follow advice and guidelines from the Direct Liaison Person, Tusla, and if 
necessary, the local Garda station.

There may be help from the mobile phone company, internet provider or 
social media company that can be accessed to prevent bullying from 
continuing.

Educate young people that they should not give out any personal information 
about themselves to people they do not know or trust i.e. phone numbers, 
their addresses etc.

Alert young people to the potential dangers of the online world so they can 
make informed decisions. 

Promote who they can go to if they have a problem on the home page of the 
organisation’s websites and use stickers and *posters in the centre or project 
to further highlight cyberbullying supports.
 
*A poster listing ways young people can block perpetrators can be found at the back of  
this resource.
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3. Steps Youth Workers can take to Support 
Targets

There are many steps a youth worker can take to support a young person who is 
targeted by perpetrators of cyberbullying. Steps to follow include (17)(18):
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Follow the organisation’s anti-bullying policy.

Encourage a young person not to react to or respond to messages from the 
perpetrator.

Tell the young person to take a screenshot as proof and save it.

Block the perpetrator from contacting them and report them. The Gardaí and 
Tusla also receive reports and can assist with a response.

Encourage young people to get help from a trusted adult such as their parents, 
youth worker, teacher, family friend, or caregiver. There are helplines available 
through Childline or Samaritans they can call so they are not alone in dealing 
with this. (Helplines are listed at the end of this resource).

Encourage the young person to switch off or take a break from being online and 
talk to someone who can help.

Changing phone numbers, passwords, or contact details can be a big step - 
but sometimes can be an effective way to stop the behaviour. Restricting who 
has access to them can be useful, particularly if they are trying to identify the 
perpetrator.

Ensure their security settings are set to private on all platforms.



4. Steps Youth Workers can take to Support 
Perpetrators

There are many reasons why a young person becomes a perpetrator. A perpetrator 
may be ‘lashing out’ because they are having a challenging time or may have been 
experiencing cyberbullying themselves. Steps to follow include:

Follow the organisation’s Anti-Bullying policy.

Offer support to the perpetrator, without excusing their behaviour, and get to 
the root of what is affecting them and causing them to lash out towards their 
peers. 

Encourage the perpetrator to reflect on the impact of cyberbullying and how 
their behaviour could seriously harm someone- leading to poorer overall 
well-being, social isolation, and increased anxiety. 

Encourage the perpetrator to reflect on the impact of cyberbullying and how 
their behaviour could negatively affect their well-being. Let the perpetrator 
know that there are healthier ways of coping with the emotions they are 
experiencing, and that the organisation is there to support them with 
whatever situation they have found themselves in that is causing them to feel 
negatively. 

It is important to show the perpetrator empathy and try to set bias aside. It 
is likely that the perpetrator is experiencing hardship in other aspects of their 
lives and is using cyberbullying as a coping mechanism.
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5. Steps Youth Workers can take to Support 
Active Bystanders

Being an active bystander and approaching an adult can take a lot of courage from 
a young person, especially if they know the target and perpetrator of cyberbullying. 
Below are best-practice guidelines on how youth workers can support a young person 
who is an active bystander.

Emphasise the importance of being an active bystander to cyberbullying and 
the impact coming forward for a target can have on their overall well-being.

Educate them on the impact cyberbullying can have on a target by helping 
remove them from the bullying situation.

Highlight the importance of standing by their morals and values and speaking 
up when these are being questioned.

Create a safe and open environment where young people feel free to approach 
with their concerns.

Encourage them and offer praise and reassurance that they have done the right 
thing by speaking up.

25
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6. Steps Youth Worker can take to Support 
Themselves when Cyberbullying is Present in 
their Organisation

It is important when working with young people that youth workers look after 
themselves to provide the best possible support to young people. Youth work 
is a profession; to keep doing it and not burn out, youth workers must look after 
themselves. It Is important not only for the youth worker but also for their young people 
and organisation (13). Below are some suggestions a youth worker can take to support 
themselves when cyberbullying occurs in the organisation.
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Recognise and respond to signs of distress. Dealing with a young person who 
is a target or perpetrator of cyberbullying can be a great cause for distress. 
Distress can present differently in people, so it is important to recognise how 
your body responds. The quicker you learn these signals, the faster you can 
act.

It is important to set boundaries with the young person with whom you 
are working. You can form boundaries according to what is acceptable, 
appropriate, and comfortable. Feeling unable to form boundaries can lead 
to an unmanageable workload and/or absorbing the stress of the young 
person. Follow all organisational policies and procedures for engaging with 
young people and having appropriate boundaries.

Prioritise self-care to improve physical and mental health and promote 
overall well-being. It is important to find what works for you, but some self-
care activities may include, eating a healthy-balanced diet, going for daily 
walks, chatting to a friend or coworker etc.

Maintaining a dedicated support network. This network can come from family 
members, friends, or work colleagues with whom you can share feelings and 
experiences.

Support and supervision from management is crucial when dealing with a 
demanding situation. Supervision contributes to a more supportive, caring, 
and positive working environment. Supervision ensures management is 
aware of difficult scenarios and can support the youth worker and aid them 
in navigating the situation.



Your Wellbeing Hub

The National Youth Health Programme has also developed a ‘Wellbeing hub,’ found 
on: www.youthealth.ie, designed with the youth worker in mind. The wellbeing hub is 
an evidence-based, tailored support for those who work with young people which can 
be accessed in one place, free of charge. The supports on this hub include meditation 
sessions, wellbeing seminars, and the 2024 Building Blocks for Wellbeing Video Series.

Building Blocks For wellbeing:

A series that explores a range of topics with influential individuals who are flourishing in 
their fields with topics covering:

Trauma Informed Practice.

Impact of Effective Communication.

Mindfulness in Youth Work.

Mindful Approach to Technology. 

Compassion and Gratitude.

Supportive online space which offers Youth Workers an opportunity to stop for a 
moment take stock, and reflect on the positives, the challenges and how they are 
supporting themselves and being supported in their work. 

How is the You in Youth Work?
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7. Parents and Cyberbullying

Research on cyberbullying has found that parents are the main source of support 
and advice when something is bothering or upsetting the young person, while also 
being the primary educator, for the most part, of young people. As young people are 
spending more of their time at home online, whether it be on social media or gaming 
websites it is vital to educate and support them around the potential risks online as 
well as how to behave appropriately online. Youth organisations can do this in a variety 
of ways, they may wish to speak to parents directly or signpost them to the support 
available on websites like www.webswise.ie. The Webwise Parent’s Guide to a Better 
Internet could be circulated to them via the youth organisation (16). This guide includes 
useful information such as:

Internet Safety Tips for Parents.

Time Online.

Children & Social Media.

Dealing with Cyberbullying.

Image Sharing and Inappropriate Content.
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Other resources that are useful to parents include one from the DCU Anti-Bullying 
centre, titled “Understanding Bullying and Cyberbullying: A Guide on How to Support 
your Child’ or signposting the parent to the DCU Anti-bullying Centre Tackle Bullying 
website: www.tacklebullying.ie.  
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1. Websites

Hotline.ie

Irish National Centre for combatting illegal content online whilst breaking the cycle of 
abuse, and exploitation and contributing to the prevention of repeat-victimisation. 

Hotline.ie work specifically relates to illegal content:

Online child sex abuse material.

Activities relating to online child sexual exploitation.

Intimate image abuse. 
(Intimate images and videos shared online without the person’s content).

You can securely, confidentially, and anonymously report suspected illegal content 
encountered on Hotline.ie by completing an online form. Each report received is 
assessed by world-class analysts against rigorous standards and by reference to Irish 
law. When content is classified as contrary to Irish law, action will be taken. 

Coimisiún na Meán

Your Right to Complain: People can make complaints to Coimisiún na Meán if they 
believe the provider of an online service has not complied with its obligations under the 
EU Digital Service Act (DSA), using the online complaints form to report such things as 
illegal content or a platform’s decision on illegal content. 

www.cnam.ie

Cybersafe Kids

An Irish Charity, working to make online safer for children and children safer online. 

www.cybersafekids.ie

Webwise

Provides information, advice, and free education resources addressing a range of 
safety issues and concerns. Offers advice and support for young people, teachers, and 
parents. 

www.webwise.ie
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2. Support Services and Helplines

Garda Confidential line: 1800 666 111

Allows the public to call with confidential information relating to matters of crime 
or other activities. 

Childline: 1800 666 666 

Childline has a 24-hour freephone for those under 18, that you can call any time, 
day, or night.

Start a conversation by texting 50101, or use their chat online at www.childline.ie

Spunout Text About It: 50808 

50808 is a free, 24/7 support service providing everything from a calming chat to 
immediate support for people going through a mental health or emotional crisis - 
big or small.

Teenline: 1800 833 634 

24/7 national advice listening service for children and young people up to the age 
of 18. You can contact them for free any time, day or night.

Samaritans: 116 123

24/7 active listening service, there to listen no matter what is going on. Any time of 
day or night. 
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3. Resources from NYCI

Connected: Digital Media Literacy Programme for Teens: 

https://www.youth.ie/programmes/child-protection/connected-resource/ 

Coco’s Law infographic: 

https://www.youth.ie/documents/cocos-law/

Let’s Talk About Sexting Infographic:

https://www.youth.ie/documents/lets-talk-about-sexting/

Wellbeing Hub: 

https://www.youth.ie/programmes/youth-health/your-wellbeing-hub/

Child Safeguarding Policy Development Toolkit: 

https://www.youth.ie/documents/child-safeguarding-policy-development-toolkit/

Beyond Hate Activity Pack: 

https://www.youth.ie/articles/new-edit-of-beyond-hate-activity-pack-launched/

Looking Out For, Looking After, Looking to Each other Research Report:

https://www.youth.ie/documents/looking-out-for-looking-after-looking-to-each-
other-research-report/

For more Resources from NYCI - scan here
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