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ABOUT CONNECTED

The Connected programme has been adapted from
the Connected: An Introduction to Digital Media
Literacy educational resource developed by Webwise
(the Irish Internet Safety Awareness Centre) for
facilitators of the Junior Cycle Digital Media Literacy
Short Course. This booklet provides guidance and
instructions for facilitators on delivering the
programme.

The programme will give young people an
understanding of the role of digital technologies, their
rights in the digital world and will help young people
develop key digital media literacy skills to responsibly
navigate the online environment. Connected aims to
empower young people to be effective, autonomous
and safe users of technology and online media.

This programme comprises of 4 workshops that
contain information, presentation slides, video and
worksheets which explore online wellbeing, false
information, big data and young people's rights online.

Please familiarise yourself with the guidance material in this booklet
before delivering the programme.

INTRODUCTION

The online world has become an increasingly larger and essential presence in the lives of children
and young people. During Covid especially, young people relied on the online world for schooling,
and recreation, as well as social connections with their peers. We take steps to ensure children
and young people’s safety in the physical world, so it is only right that we do the same in the online
world. Youth workers are aptly placed to raise awareness of online safety issues among young
people and empower them to participate in the digital world in a positive and responsible way.
NYCTI’s Child Protection Programme is delighted to have worked with Webwise to adapt its
“Connected” school programme for youth workers to provide a resource that contains
information, workshops, and practical activities that can be used by youth workers and volunteers
in their work with young people. This is a great resource that will aid those working with young
people to think critically about how they can engage safely in the online world.
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PROGRAMME AIMS

Understanding of the role of
digital technologies in young
people's life.

Understand their rights in the
digital world.

Be effective, autonomous and
safe users of technology and
online media.
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The programme will give young people an understanding of the role of
digital technologies, their rights in the digital world and will help young
people develop key digital media literacy skills to responsibly navigate the
online environment. Connected aims to empower young people to be
effective, autonomous and safe users of technology and online media.

The suggested timeline for completion of each workshop might sometimes
take longer than indicated. Feel free to alter and omit activities to ensure
that you address the specific needs of your group of young people. Sufficient
time should be left for debriefing at the end of the workshops.

Instructions, worksheets, presentations and videos to deliver each workshop
can be found at:

WORKSHOP 1: MY ONLINE WELLBEING

This Workshop aims to look at the opportunities and potential challenges young people
experience online. Young people will explore ways to manage your online wellbeing and
build digital resilience. Young people will also discuss respectful online communication
and will consider appropriate responses to inappropriate, offensive or sensitive material
being shared online.

Workshop 1 can be delivered over the course of 4 weeks via 4 x 40 minute sessions.
e Week 1. Introductory Activity and Activity 1 (Slides 1-6)
e Week 2: Activity 2 and 3 (Slides 7-8)
e Week 3: Activity 4 and 5 (Slides 9-14)
e Week 4: Showcase Project (Slides 15-16)

WORKSHOP 2: NEWS, INFORMATION AND PROBLEMS
OF FALSE INFORMATION

This workshop examines the responsible and ethical use of media and explores different
types of misinformation. It aims to develop the critical thinking skills necessary to enable
young people to distinguish between false information and accurate and reliable
information. Young people will explore how to evaluate information online and recognise
bias and prejudice online.

Workshop 2 can be delivered over the course of 3 weeks via 3 x 40 minute sessions.
o Week 1. Activity 1 (Slides 1-4)
e Week 2: Activity 3 (Slides 5-9)
o Week 3: Activity 4 &5 (Slides 10-17)
e Showcase Project (Slides 18-19)
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VWORKSHOPS

WORKSHOP 3: BIG DATA AND THE DATA ECONOMY

This workshop introduces young people to the topic of big data and gives an opportunity
to explore how the data economy works. It aims to explore how and why online companies
use personal information, the benefits it can bring and critique the ethical use of this
information for profit.

Workshop 3 can be delivered over the course of 3 weeks via 3 x 40 minute sessions.
e Week 1. Activity 1 (Slides 1-3)
e Week 2: Activity 2 (Slide 4)
e Week 3: Activity 3 and 4 (Slides 5-6)
e Showcase Project (Slides 7-8)

WORKSHOP 4: YOUNG PEOPLE’S RIGHTS ONLINE

This workshop aims to increase awareness and knowledge of young people’s online rights,
e.g. the right to be forgotten, privacy, the right to information etc. It explores the legal
framework protecting young people's rights online and considers the responsibilities and
risks presented by young people’s use of social media.

Workshop 4 can be delivered over the course of 3 weeks via 3 x 40 minute sessions.
e Week 1: Activity 1and 2 (Slides 1-4)
o Week 2: Activity 3 and 4 (Slides 5-6)
e Week 3: Activity 5 (Slide 7)
e Showcase Project (Slides 8-10)

SHOWCASE: GROUP PROJECTS

Each workshop concludes with a suggested group project which gives young people an
opportunity to organise an awareness raising campaign/initiative in their club or local

community on an online safety theme or topic explored in the previous Workshops for
Safer Internet Day.

National
Youth
Council
of Ireland




GUIDANCE FOR FACILITATORS

Before beginning the programme, facilitator preparation is required. Please use the notes
section of each slide to find step-by-step instructions for each activity. The notes
section of each slide will contain step-by-step instructions for each activity. In addition,
the Workshop Scripts section of this guide also contains information on how to run each
activity. To access and download the instructor notes, activity sheets and videos for
each workshop visit: NYCT VWEBLINK.

Additional information and full activity instructions can also be found in The original

Connected Educators Handbook (webwise.ie/conected) if required.

It is important that facilitators read the best practice guidelines listed below to ensure
the content and activities are accessible for all young people before beginning the
Connected programme.

e This pack provides young people with a range of opportunities to use and engage with
digital technology. Some suggested tools and resources are included within each
Workshop. It is advisable to familiarise yourself and make the young people aware of
the organisation’s Acceptable Use Policy, Anti-Bullying Policy, Child Safeguarding
Statement, Code of Behaviour, and Smart-Phone Policy. Be aware of all the supports
available to you and to the young people in your organisation. It is important to be well
informed on the organisation’s relevant policies.

Facilitator preparation is required for each Workshop as many of the activities require
and encourage the use of digital technology. It is advisable to check any technology
and terms of use before using it.

Workshop 1 of the programme deals with sensitive issues that can impact on the
wellbeing of the young people in your group. It is important to check how young
people are emotionally, before and after Workshop 1; Online Wellbeing. This could be
done by asking them how they feel about the topic about to be explored, before the
lesson and by then asking if their feelings have changed at the end of the lesson. You
could also use an ice-breaker game to check how the young people are emotionally. A
simple game involves asking what the weather is like with them. The young person
then describes their emotional state through a weather forecast (e.g. “There was a
damp and dreary start to the day in Tom Town but things have started to pick up now
and we might even get some sun in the evening”). It is important that facilitators are
aware of the organisation’s child protection policy and that they follow its procedures
carefully in cases where young people make sensitive disclosures in the group. Liaise
with the relevant youth leaders and management before embarking on Workshop 1 of
the programme.

IMPORTANT

It is advised that facilitators complete the free NYCI Online Safety and Awareness in Youth
Work elLearning Course before using this programme. Details available here:
https://learning.youth.ie/courses/online-safety-and-awareness-in-youth-work/.



https://learning.youth.ie/courses/online-safety-and-awareness-in-youth-work/

Establish ground rules around group behaviour and etiquette before attempting to
introduce any sensitive topics addressed in this programme. See Appendix 1 of the
Connected resource for sample ground rules and tips on facilitating respectful and
constructive discussions.

Know your group well and be aware of any possible issues they may have before
teaching each Workshop.

Inform your young people of the supports available to them and highlight how each
support can be accessed. If necessary, arrange for introductions before Workshops take
place. Webwise provide a helpful list of supports and services available here:
www.webwise.ie/parents/where-to-find-help.

Sufficient time should be left for debriefing at the end of the Workshops. The
suggested activities might sometimes take longer than indicated. Feel free to alter and
omit activities to ensure that you address the specific needs of your group. A sample
plenary activity is included in Appendix 3 to provide an opportunity for self-reflection
for young people at the end of each Workshop.

Ensure that the core elements of the programme are highlighted to all youth workers,
volunteers and parents.

Regularly communicate signposts to supports for young people if issues relating to any
workshops arise. It is very important to follow through on how to get help, particularly if
someone has poor social and communication skills.

Due consideration should be given to planning for differentiation prior to the
Workshops being delivered. Vocabulary may need to be pre-taught to young people
with SEN to ensure that there is a full understanding of the content. A vocabulary list of
recommended words to aid clarification and accessibility for SEN young people is
provided and a glossary of key terms (Appendix 4). Activity sheets in this resource have
been developed to allow for differentiation.

When establishing ground rules with young people with SEN, it's a good idea to
represent these ground rules visually. Rather than develop a list of rules, it might be
best to have them create pictures to show the expected behaviour.

Each workshop includes a suggested group project for participants to showcase their

knowledge and help raise awareness in their own communities about the topics they
have explored in the programme.
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WORKSHOP 1: SCRIPT

MY ONLINE WELLBEING

This Workshop aims to look at the opportunities and potential challenges young people
experience online. Young people will explore ways to manage their online wellbeing and
build digital resilience. Young people will also discuss respectful online communication
and will consider appropriate responses to inappropriate, offensive or sensitive material
being shared online.

Script

Slide 1: The Connected programme has been adapted from the Connected: An
Introduction to Digital Media Literacy educational resource developed by Webwise for
facilitators of the Junior Cycle Digital Media Literacy Short Course.

Slide 2: The programme will give young people an understanding of the role of digital
technologies, their rights in the digital world and will help young people develop key
digital media literacy skills to responsibly navigate the online environment. Connected
aims to empower young people to be effective, autonomous and safe users of technology
and online media.

Slide 3: Introductory Activity
This activity can be used as an introduction to the programme, it will help young people

get an understanding of how the digital world is connected. It explores how social media
platforms and other digital technologies influence and shape what young people do
online. young people link ideas about the affordances of media (what they can do with
media, its versatility and advantages) to their feelings. This starts them thinking about
which aspects of digital cultures they want to enjoy and use more often, or to imagine how
they would like them to be.

Key Learning for young people:

To understand how social media platforms and other internet sites are interconnected in a
complex, networked system, to consider the implications of these systems, and how they
influence people’s actions.

Step 1. Explain that this activity will help the group to understand and represent how social
media platforms, apps, websites and other digital media are interconnected and
networked through both human and technological interactions. Ask young people to
define the following (or provide definitions):

— social media

— platforms

— apps

— websites

— content
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Slide 3: Step 2. Ask young people to individually, and quietly, brainstorm the social media
platforms, apps and other digital media they are familiar with. young people should write
each answer on a different piece of paper or sticky note or for a digital alternative use a
real time feedback platform such as Mentimeter or Kahoot to get whole-group feedback
on this. Encourage the young people to include features of different platforms, e.g.
Snapchat includes disappearing media, Snapchat Streaks; Facebook includes Facebook
Messenger, private Facebook groups, profile photo albums; Instagram includes the
Instagram news feed, stories, direct messaging, etc.

Step 3. In small groups or as one large group, invite young people to consider how these
different platforms, apps or media are related. For example, Facebook Messenger is a part
of the Facebook platform so it is easy to see how they are related; YouTube is owned by
Google so they share data and users can log into YouTube using their Google account; and
a screenshot from Minecraft (which is owned by Microsoft) might be shared on a gaming
Subreddit on the website Reddit or posted with a gaming hashtag on Twitter.

Step 4. Put young people in groups of three and instruct them to make a digital web
(concept-map) to represent how social media platforms, apps, websites and other digital
media are interconnected and networked through both human and technological
interactions. There are many free mind-mapping tools available online such as Coogle or
Bubbl.us or Milanote. Encourage young people to get creative and use images in their
digital webs. It can be useful to describe or refer to an image of a food web or food chain
ecosystem to help young people think about how the relationships between platforms
and how there are similarities between their features.

Step 5. Ask the groups to present their digital welbs once complete. Some discussion
prompts include:

¢ What is the relationship between these different platforms or sites?

e Which platforms or sites are connected by our actions (e.g. sharing links or content
between platforms) and which are connected by technology company design (e.g.
advertising on Instagram is the same as Facebook)?

¢ How does what happens on one platform influence other platforms or sites?

e How can we change the relationships we have represented?

¢ How might this web change if we only included platforms or sites we use on
smartphones? Or only those used with televisions and gaming consoles?

¢ Why might people like the connections between platforms, apps and sites? Why not?

¢ Which platforms are less connected to others? Why might this be so?

e How does what we put online move between platforms?

Step 6. Conclude by highlighting how digital media are connected by human actions as
well as connected by technological designs that the young people may be unable to
directly control or manage — such as platform algorithms, advertising crossover, or what
appears in a newsfeed.



Slide 4: Core concept: This Workshop aims to look at the opportunities and potential
challenges young people experience online. Young people will explore ways to manage
their online wellbeing and build digital resilience. Young people will also discuss respectful
online commmunication and will consider appropriate responses to inappropriate, offensive
or sensitive material being shared online.

Slide 5: Key Learning for young people: Young people will be able to explore the benefits
and potential impact of digital technologies on young people’s wellbeing. They will reflect
on their digital habits and learn how to manage the role of digital media and social media
in particular, in their lives through role play scenarios that deal with relationships and
online wellbeing.

Slide 6: Activity 1

Step 1. Begin with a recap of the introductory activity — how social media platforms are
connected online and ask young people to consider what the benefits are of being so
connected now through our digital devices (e.g. smartphones, laptops, tablets, game
consoles, etc.) and digital media (e.g. social media, online games, messenger apps, etc.).
Write ‘Benefits of being connected’ on the whiteboard or flipchart and use the think, pair,
share strategy to gather feedback on this.

Next, write the rhyme sticks and stones may break my bones but words will never hurt me
on the whiteboard or flipchart. Ask young people if they have ever heard of this rhyme
before and what they think this means. Note responses on the whiteboard or flipchart.
Typical responses will include a call to rise above insults from our peers, that you might be
able to hurt me physically but not by insults. This is the ideal response but is it always the
case? Can words hurt us sometimes? Should we perhaps see this as a call to be more
mindful of how we treat others? Should we understand it as meaning treat other people
with respect.

Play the Connected video (www.webwise.ie/connected) for young people.

Step 2. Distribute the one minute paper reflection and instruct young people to write their
response to the minute paper reflection after watching the video (Some young people
may heed to watch the video again). Then ask young people what do they understand the
rhyme to mean after watching the Connected video. When getting feedback from young
people draw from key quotes in the Connected video to prompt discussions on treating
other people with respect:

“People say things without thinking, not really understanding how it can affect someone.”
“People say stuff sometimes and you just want to explode and just write the worst things
ever you know, | guess you get back what you put out into the world.”

“We're all so connected but what we do with that connection matters.”
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http://www.webwise.ie/connected

Slide 6: Let young people discuss this for a moment and then suggest, if no young people
have, that the sticks and stones rhyme isn't in conflict if we understand it as meaning treat
other people with respect: we all want to be treated with respect, but to respect people we
sometimes have to understand how they're different from us (such as recognising that
what might be considered ‘just a bit of fun’ might be upsetting and hurtful for others).

Step 3. Instruct young people to create a mind map for the word “respect”, include what
respect means for them and what being treated with respect or respecting people looks
like, sounds like, feels like. Make sure to explain that you're talking about respect in terms
of how you behave towards people (or they behave towards you), not how you feel about
someone. You might gain or lose respect for someone depending on what they do, or
things you learn about them, but that everyone deserves to be treated with respect at all
times. There are many free mind-mapping tools available online such as Coogle or
Bubbl.us.

Step 4. Now start a new mind map and ask young people to begin with the words “respect
online”. Ask young people to think about what respect means in an online context, what
behaviours do they associate with being treated with a lack of respect online and in
various contexts e.g. social media, sharing possibly upsetting or harmful content,
messaging, gaming, uploading media of other people (i.e. pictures, videos, audio). Collate
responses on the whiteboard or flipchart. Emphasise to young people that the Connected
film is based on real life experiences and encourages young people to reflect on why their
actions matter and the impact it can have on others. It carries an important message to be
more mindful in our everyday communications as we shape the internet everyday with our
interactions.

Step 5. Explain to young people that this workshop is about empowering them to manage
their online wellbeing. Our overall wellbeing is based on the emotional and physical
experiences that we have. As technology is a significant part of life, it is also important to
recognise the impact it can have on how we feel. This is called our ‘digital or online
wellbeing’, and is essentially about being aware of how being online can make us feel, and
making sure that we look after ourselves and other people. This can include paying
attention to the impact it has on our mental, or physical health, and knowing how to cope
with difficult experiences — which is what we will explore in this workshop.

Slide 7: Activity 2

Step 1. Write the phrase ‘Digital Stress’ on the whiteboard/flipchart and ask young people if
they have ever heard the phrase digital stress before or what they think it means. Employ
the think, pair, share strategy before getting feedback from young people on this. Record
the young people’ responses on the whiteboard. Tell young people that digital stress refers
to stress we get from using digital devices (e.g. smartphones, laptops, tablets, game
consoles) and digital media (e.g. social media, online games, messenger apps).
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Slide 7: Step 2. Distribute the worksheet Digital Stress Reflection and read through it with
the group. Reassure young people that no one (including you) will see the results — this is a
self-reflective activity for the young people to complete.

Step 3. Once young people have completed the stress reflection, ask them to write their
own response to the question of what causes digital stress and the definition of digital
stress.

Step 4. Recap by asking the group for suggestions on what causes digital stress e.g. mean
or harassing comments on social media, impersonation, constantly checking social media
for fear of feeling left out, or social media makes you feel like other people are having more
fun or living better lives than you. Emphasise that some level of digital stress is to be
expected if you use technology and that these lessons will help us to identify and employ
strategies to cope with that stress.

Slide 8: Activity 3

Step 1. Explain that we will be identifying and exploring the invisible, or taken-for-granted,
social norms and rules related to our digital cultures. Tell the young people that we are
going to find out if a ‘rule book’ exists for social media and gaming.

Step 2. Place four cards in each corner of the room (strongly agree, agree, disagree,
strongly disagree), and explain to young people that you're going to read out a list of
statements and they need to move to the card that most accurately reflects their view.

Step 3. Select between 3 or 4 statements from the handout list.

Step 4. Hopefully, after each statement is read you have four groups gathered in different
corners of the room. Appoint one young person in each corner to be the note taker, and
give young people 5-10 minutes to discuss with the other young people in their corner the
reasons they strongly agree, agree, disagree, or strongly disagree.

Step 5. At the end of the discussion period, ask one young person from each group to
share with the group some of the ideas they discussed in their group. Once each group
has made its case you can allow young people to question each other’'s examples and
ideas. Before beginning the discussion, remind young people about norms for having a
respectful, open discussion of ideas. Following this, if some young people feel like their
opinion has changed, give them an opportunity to change corner. Repeat this process for
2 other statements.
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Slide 8: Step 6. Then, organise young people into small groups of 2 or 3 and ask them to
come up 1or 2 examples of their own norm statements and facilitate a discussion around
these statements.

Step 7. At the end of the activity, ask young people reflection questions such as:

— Are there invisible or unspoken rules on how to behave and what to do on social media?
What are they? How do you know these rules?

— Are there particular platforms, games or devices where it feels like there are more rules?
Less rules?

— How do you know you've violated a social norm or unspoken rule?

— What happens if you break or challenge a social norm?

— Why do social norms exist within friendship groups, families and/or communities in the

first place?

Slide 9: Activity 4

Step 1. Introduce to young people that they will be looking at the idea of resilience and
what that means. Begin by showing young people the Digital Resilience Presentation or
even bring in the 3 different types of balls for young people to look at and feel them.
Explain to young people that they will do this by comparing 3 different types of balls - a
foam ball, a ping pong ball and a rubber ball. Ask the young people to decide which ball
they think is the most resilient and ask for an explanation for their choice.

Step 2. Put young people into pairs and tell them to discuss each ball and decide which
they agree is the most resilient and write down their reasons why. Prompts for the young
people to consider are:

e |sthe rubber ball resilient or just solid?

¢ What happens to a ping pong ball if it gets a dent or crack in it?

e Which ball can recover most?

¢ Which ball best represents us as human beings?

Slide 10: Step 3. Get feedback from young people on which ball they think is the most
resilient out of the 3. Sample answers may include: the rubber ball is the most resilient
because it just keeps bouncing, the ping pong ball is not very resilient because you cannot
fix them if they crack or dent, and the foam ball is not very resilient because it can be
broken up. Discuss with young people what resilience means to them.

Clarify that resilience is not just the ability to bend and take knocks at times, but also being
able to adapt and recover. Ask them if this has changed their opinion on which ball is the
most resilient. young people to take note of this slide.
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Slide 11: Step 4. Read through the definition of digital resilience, young people should also
take note of this definition. Explain to young people that they have identified different
types of digital stress we face, and will now look at how having digital resilience can help
us deal with it effectively. When we go online it can be like a ball being bounced around,
most of the time it is great fun, but there are bound to be some bumps along the way.

Slide 12: Step 5. Ask the young people - “So ..how do you become more digitally resilient?”
Explain that a UK mental health charity called Mind have put forward 4 approaches to
becoming more resilient (the 4 approaches include - build a support network, give yourself
a break, make some lifestyle changes and look after your physical health) and that these
will help the young people with their ideas. Introduce the digital resilience toolbox and
explain that the group are going to fill this up with ideas.

Slide 13: Step 6. Hand out the worksheet to pairs and set the group a time limit of 5
minutes and a target of 30 ideas per pair. Change this if you wish. Answers they may come
up with are; call a friend, listen to music, take a break from social media, do something you
really enjoy... After 5 minutes invite pairs to share their ideas until every pair has lots of
different ideas.

Slide 14: Activity 5

Step 1. Recap with the group how you discussed in the previous activity that some of the
digital stress we experience is not just about the devices, platforms or apps we use (and
their endless notifications). Stress and worry can also come from wanting to stay up to
date and connected with friends. Some young people find it challenging to balance being
part of a group and sticking to what is important to them. This can make them feel
insecure, vulnerable or stressed, especially if they are not sure about what their friends and
other people think.

Step 2. Inform the group that this exercise is a version of the improv game “Freeze”. They
will be put into groups and given scenarios in which one or more of them will be acting
out, while the rest of their group will be “resilience champions” who can freeze or rewind
the action with the aim of suggesting strategies to help deal with the issues the characters
are facing and become more digitally resilient.

Encourage young people to start each suggestion with ‘try.., i.e. Try meeting your friend
face to face to explain that the picture was from a different weekend. Allow young people
time to practise their scenario and devise effective strategies before acting them out for
the group.

Remind young people of ground rules (Appendix 1) agreed at the start of the programme
paying particular attention to rule 12.
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WORKSHOP 1: SCRIPT

MY ONLINE WELLBEING

Step 3. After the scenarios and digital resilience strategies have been enacted distribute
the Managing Your Online Wellbeing handout and go through it with the group.
Wherever possible, draw connections back to the scenarios and the Digital Stress
Reflection.

Step 4. Ask young people to create their own digital poster using a tool such as Canva
(www.canva.com) to represent the tips discussed on the worksheet, Managing Your Online
Wellbeing. (Note: When complete this can be displayed in the youth service for all young

people)
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SHOWCASE

Slide 15: Showcase

Young people will investigate the challenges and solutions digital media presents in our
community and assess the impact that digital media has on the individual and society.
This will be a group, project based work to explore the themes and topics covered in this
workshop. Safer Internet Day is a day to promote a safer internet for all users, especially
young people. It takes place in the month of February every year and is supported in
Ireland by Webwise, the Irish Internet Safety Awareness Centre. More information is
available here: www.webwise.ie/saferinternetday

Friendship Week more information can be found from Amnesty International here:
www.amnesty.ie/friendship-week/

Stand Up Awareness Week is a time for second-level schools, youth services, and
Youthreach in Ireland to take a stand against homophobic, biphobic and transphobic
bullying. More information can be found here: www.belongto.org/professionals/standup/

World Mental Health Day aims to raise awareness of mental health issues around the
world and to mobilize efforts in support of mental health. More information can be found
here: www.who.int/campaigns/world-mental-health-day

Slide 16: Young people are to work in groups of three (if appropriate) and should be given a
certain amount of freedom to pursue topics that are of interest or relevance to their lives.
Web tools are recommended but this is not to be restrictive or seen as an endorsement by
Webwise but rather for information purposes - if young people are aware or wish to
present their project using an alternative tool or digital media they are free to.

Tips for this project:

For the campaign to be effective young people will need to:

— Make your audience aware of the issue

— Show your audience why they should care about the issue

— Give your audience clear steps they can take to do something about the issue.

The video campaign is designed to be shared on social media so young people will also
need to explain: their choice of target audience, what social media platform they chose to
reach this target audience and why e.g. what features does it have that you think will be
most effective in reaching this target audience and why.

Use cameras, phones or any other device with video capacity and use one of the following
to make the final product:

— iMovie for iOS (Mac)/ iPad www.support.apple.com/en-ie/imovie

— Movie Maker www.support.microsoft.com/en-ie/help/18614/windows-essentials

— Wevideo www.wevideo.com

— FilmoraGo App

— Adobe spark www.spark.adobe.com


https://www.amnesty.ie/friendship-week/
https://www.belongto.org/professionals/standup/

This workshop examines the responsible and ethical use of media and explores different
types of misinformation. It aims to develop the critical thinking skills necessary to enable
young people to distinguish between false information and accurate and reliable
information. Young people will explore how to evaluate information online and recognise
bias and prejudice online.

Supporting worksheets, instructions and videos can be found at:
Script

Slide 1: This workshop examines the responsible and ethical use of media and explores
different types of misinformation. It aims to develop the critical thinking skills necessary to
enable young people to distinguish between false information and accurate and reliable
information. Young people will explore how to evaluate information online and recognise
bias and prejudice online.

Slide 2: Key Learning for young people: Young people will be able to determine reliable
sources of information online and recognise bias and prejudice online. young people will
analyse the problems and potential consequences associated with the spread of false
information. Young people will identify and evaluate ways to avoid false information in
social and academic settings.

Slide 3: Activity 1

Step 1. Begin by asking the group how many of them have heard of the terms “fake news”
or “false information.” Ask them to brainstorm words they think of or associate with the
term ‘fake news'’ or ‘false information’. To incorporate digital technology, use Mentimeter
or Kahoot to capture young people responses.

Next, instruct the group to share their brainstorm in pairs before having a group
discussion and getting feedback on the brainstorms. Tell young people that when
discussing false information you are actually discussing information — news, stories or
hoaxes created to misinform or deceive readers. Write this definition of false information
on the whiteboard or flipchart for young people to take note of:

False information: Information, stories or hoaxes created to deliberately misinform or
deceive readers, viewers or listeners. The story itself might be fabricated, with no
verifiable facts, sources or quotes or some elements or facts might be accurate but
presented in a false or misleading way.
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Slide 3: Step 2. Next, tell young people that you are going to show them a video that goes
through what fake news and false information is and how to identify it online, and they will
answer guestions based on the information discussed. Distribute and go through the What
is false information? worksheet before showing the video to young people, tell them they
will have plenty of time to answer the questions after the video and that while the video is
playing they are to give their full attention to it.

Step 3. Play the Webwise Explained: What is False Information? video (available at
webwise.ie/connected) and then instruct them to answer the questions on Worksheet 2.1.

Step 4. Go through young people answers, reinforce to them that false information can
originate from many sources, but can also come to us in many different ways, including
from sources we trust: many people have seen false information shared online by friends
and family, and sometimes legitimate news sources fail to double-check facts or make
honest mistakes.

Answers for Worksheet 2.1 What is False Information?
A=3B=4C=5D=2,E=1F=7G=8.

1.Information, stories or hoaxes created to deliberately misinform or deceive readers,
viewers, or listeners. The story itself might be fabricated, with no verifiable facts, sources
or guotes or some elements or facts might be accurate but presented in a false or
misleading way.

2.False information can originate from many sources, but can also come to us in many
different ways, including from sources we trust: many people have seen false
information shared online by friends and family, and sometimes legitimate news
sources fail to double-check facts or make honest mistakes.

3.People can spread false information without thinking or checking the full story. Often,
False information is designed to evoke an immediate emotive response for example
anger. People are likely to spread false information that matches or reflects their own
views. Bots (fake accounts programmed to spread a story to as many people as possible)
can also spread false information.

4.Check the source, look beyond the headline, check other sources, check your biases, use
a fact checking site.

5.False information can have many real world impacts including; effects include political
influence, increasing group polarisation, reducing trust, and generally undermining civil
society.

6.Manipulated Content is when real information or imagery is manipulated to deceive, as
with a doctored photo or video. This can be used to mislead people or create a false
narrative about something or someone.

7.Imposter Content is when genuine sources are impersonated with false, made-up
sources. This is dangerous as it relates to information with no factual basis being
presented in the style of a credible news source or article to make it look like a
legitimate source.



Slide 4: Activity 2

Step 1. Explain to young people that because today we often get our information from
many different sources, what's often most important is getting more context about a story.
Inform young people that they will be looking at how to distinguish from false information
stories. Before beginning the activity distribute and read through the Reliable versus false-
how to spot false information online worksheet with young people (Worksheet 2.2). Young
people are to use the worksheet to help them find reliable and false stories. You can also
encourage young people to use the 5 W's (who, what, when, where, why).

Step 2. Instruct young people to first individually research and find two reliable articles or
pieces of information (e.g. picture, tweet or post) and one false article. young people can
find a complete false article, create one from scratch, or adapt/ change a reliable story to
make it false. Advise them to keep track of the original source should they find or alter a
published story. Also, to make sure that the two articles are roughly equal in length, and
avoid using outrageously false articles such as ‘Elephant escapes zoo and flees to Grafton
St." or being too subtle such as only changing the date or name of city.

Note, scaffolding may be required for young people depending on individual ability —
provide a list of recent new stories that are clearly false information/ misinformation and a
satirical news sites such as Waterford Whispers (www.waterfordwhispersnews.com) or The
Onion (www.theonion.com). The following websites are also examples of untrustworthy,
false information websites: All About Explorers (www.allaboutexplorers.com) and The Dog
Island (www.thedogisland.com). Fact checking website can also be used to verify if news
articles they have found are false information such as: Snopes (www.snopes.com), Perspecs
(Wwww.perspecsnews.com) and The Perspective (www.theperspective.com).

Step 3. Young people will then be put into pairs and take turns in presenting the three news
stories (2 real and 1 false) to their partner. After the six articles are read, both young people
have ten minutes to research and decide which article they believe to be the false article.

Step 4. After five minutes is up the young people take turns in saying which one of their
partners three stories they think is misleading or false and why. The young people
presenting the articles then say which of the articles was false information.

In small groups or pairs, young people can earn “discernment points” for giving their
justification correctly. Discernment is defined as the ability to judge well. Using this word
allows you to really dive deep into how we identify truths. This also avoids young people just
guessing at the answer.

Along with being able to evaluate the content they find online young people should be able
to search accurately for trustworthy information online. Appendix 6: Searching for
Information Online provides 5 key top tips for young people on how to search for accurate
and reliable information online. Young people should be encouraged to refer to these tips
when researching for projects, tasks or assignments.



Slide 5: Activity 3

Step 1. Begin by recapping the top tips discussed on the How to spot false information
online worksheet 2.2 with young people. Ask young people if they or someone they know
have ever fallen for or shared a false or inaccurate image or video of some kind? Ask young
people what does it matter if we can't tell real or reliable from false or misleading
information online? Remind them that viral images or videos that are misleading or not real
are just as harmful as articles containing false information — think about when a natural
disaster or terrorist attack happens, social media is flooded with footage apparently
showing the scene on the ground. Or the influence of these images on how people think or
what they believe. An image says a thousand words so it is important that young people
can identify images/videos which are false.

Step 2. Instruct young people to find some images from a big event that has happened in
the news. It could be a celebrity event, a major news story, a disaster like an earthquake or
flood.

— Take a close look at the images on several different sites. Include some reputable news
agencies, and some social media and online sites. Are any of the images repeated?

— Try searching to see if the image has been used anywhere else before? Where was it use?
And when? You can do a reverse search for images at TinEye (www.tineye.com) or Google
Reverse Image Search (www.images.google.com). This will tell you where else the picture
has appeared, and also show you similar pictures (which is a good way to find out if it has
been photoshopped).

— Now write another very different caption to go with the photo that completely changes
the meaning of the photo. Take feedback from young people on what images they found
and if any were incorrectly credited to a news story. Are there any other examples of that
happening with the photo?

Step 3. Next, ask young people to consider the potential consequences if an image or video
is doctored or altered so well that it can be hard to tell if it is authentic. Play the two
deepfake videos of Tom Cruise for young people and ask them can they guess which video
features the real Tom Cruise?

Videos available here:

— https://www.tiktok.com/@deeptomcruise/video/6932166297996233989?
lang=en&is_copy_url=1&is_from_webapp=vl

— https://www.tiktok.com/@deeptomcruise/video/6933305746130046214?lang=en&is_copy_
url=1&is_from_webapp=vl

The answer is neither of them are. They are both deepfake videos of Tom Cruise.

Ask if they have ever heard of the term deepfakes before or if they have seen any similar
doctored videos?

Here are some additional clips to help explain the concept of deepfakes:

No.1 BBC News - Fake Obama created using Al video tool: www.youtube.com/watch?
v=AMUC4moewlwo. Researchers at the University of Washington have produced a
photorealistic former US President Barack Obama. Their technique allows them to put any
words into their synthetic Barack Obama’s mouth.



Slides 6 - 9: Activity 3

Step 4. Ask young people if they have ever heard of the term deepfakes before or if they
have seen any similar doctored videos?

Distribute and go through the Deepfakes Explained worksheet with young people.

Step 5. In groups of 3 ask young people to review the tips sheets they have been given on
spotting false information and generate 2 additional tips, not listed on the worksheet, of
what they might look out for if an image or video is false information. Next, employ the
Diamond 9 collaborative strategy to help young people prioritise key points. Instruct young
people to place the most important tips towards the top of the ‘diamond’ and the least
important towards the bottom. Groups must agree on the placement on top tip placement
and be able to explain their reasoning.

Step 6. Once complete give young people a moment to move around the room looking at
the other groups Diamond 9 before asking for feedback — pick one or two groups to explain
their ranking and reasoning.

Slide 10: Activity 4

Step 1. In this activity you will consider the role influencers, social media and the filter
bubble have to play in the spread of false information. Give young people 2 sentence
starters.

Ask young people where do they mostly get their news from every day? Elicit responses.

Ask if they think a lot of people now rely on getting the news from social media sites and
what is the big difference between the news that comes from social media and news from
traditional outlets such as on the television, radio or newspapers? Elicit responses.

Remind young people, the internet has enabled a whole new way to publish, share and
consume information and news with very little regulation or editorial standards. Many
people now get news from social media sites and networks and often it can be difficult to
tell whether stories are credible or not. Information overload and a general lack of
understanding about how the internet works by people has also contributed to an increase
in fake news or hoax stories. Social media sites can play a big part in increasing the reach of
these type of stories. In this lesson activity we are going to look at the role of social media
and influencers in the spread of false information.

Slide 11: The internet has enabled a whole new way to publish, share and consume
information and news with very little regulation or editorial standards. Many people now
get news from social media sites and networks and often it can be difficult to tell whether
stories are credible or not. Information overload and a general lack of understanding about
how the internet works by people has also contributed to an increase in fake news or hoax
stories. Social media sites can play a big part in increasing the reach of these type of stories.



WORKSHOP 2: SCRIPT

NEWS, INFORMATION AND THE PROBLEMS OF FALSE INFORMATION

Slide 11: “The economics of social media favour gossip, novelty, speed and “shareability”,
Simeon Yates, Professor of Digital Culture at the University of Liverpool.

Give young people 2 sentence starters from Worksheet 2.4: Conversation starters. Ask
young people to finish the sentences by writing the first ideas that come to mind. Allow
young people a few minutes to work alone in silence on this.

Slide 12: Step 2. When young people have finished their sentences, invite them to move
around the room and find another person who has the same sentences. In these pairs or
small groups, ask young people to share their responses and what influenced what they
wrote.

Step 3. Next, ask young people to share their ideas about influence and false information.
Some discussion questions may include:
¢ What do we mean by ‘an influencer™
How do you usually find or follow influencers and why?
How might people quietly or anonymously be influencers or connect people to support
or shape new ideas?
If someone is anonymous can they still be a good influencer? How?
Why might people want to be loud, visible or popular when they promote ideas,
products, attitudes or practices on social media?
How does someone’s personality influence how they influence or lead others?
Are influencers reliable sources of information? Why? Why not?
Can you think of any examples where an influencer shared false information either
knowing or unknowingly?
Some young people will focus on influencers as types of social media micro-celebrities who
share ideas or promote products. Other examples include entrepreneurs, beauty, travel or
fitness bloggers, models, musicians, noting that the popularity of different social media
influences can change rapidly.

Slide 13: Step 4. Next play The Full Picture video for young people, available here:
www.webwise.ie/thefullpicture. The Full Picture is a short film exploring how young people
use social media to connect and share. The film highlights the influences and pressures
young people face online and encourages them to see the full picture. Social media helps
us share our lives but it does not tell the whole story.

After watching the video, The Full Picture ends with the lines:
See the full picture. Not everything we see online tells the whole story.
What is your understanding of these lines after watching the video?

Get feedback from young people on this. Alternatively, use a real time feedback platform
such as Mentimeter or Kahoot to get instant feedback on this.




Slide 14: Step 5. Next, explain to young people that social media is a great way to explore
content we are interested in and to discover new people, but it is important to view what
we see in our newsfeeds with a critical eye. Social media content can be unrealistic for lots
of reasons — images may have been edited; the text has been carefully chosen, etc. The
danger is that viewing content without a critical eye, can leading to having a one
dimensional perspective through finding yourself in a filter bubble, can mean that you are
not in the best position you could be in to make an informed decision about information,
and can even lead to self esteem issues, and pressure to conform in ways that may not be a
good fit for you as a person.

The rise of influencers and influencer marketing is a good example of why this is important
to develop the skills to question what we see in our newsfeeds. We follow influencers
because we are interested in their content, we want to be entertained, we want to learn
from them or even are inspired by them. But it can lead to pressure about what clothes to
wear, how to look, and what music, food or brands to buy. So, it's important to consider The
Full Picture, and think critically about what you are seeing. Using think-pair-share strategy
ask young people to consider the following questions on the last post they saw online from
an influencer they follow:

— What was the motivation behind the post?

— Has that person been paid to promote an item?

— How has it been edited?

— Has what they are posting been designed to fit their online ‘orand’?

— Is it a realistic reflection of who they are?

Slide 15: Finally, conclude by reminding young people to be aware of the False Information
Business Model. The internet and social media have made it very easy for anyone to publish
content on a website, blog or social media profile and potentially reach large audiences.
With so many people now getting news from social media sites, many content creators or
publishers have used this to their advantage.

False information can be a profitable business, generating large sums of advertising
revenue for publishers who create and publish stories that go viral. The more clicks a story
gets, the more money online publishers make through advertising revenue and for many
publishers social media is an ideal platform to share content and drive web traffic. This is
something we will continue to look at in the next activity, Activity 5: Bursting Your Filter
Bubble.
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Slide 16: Activity 5

Step 1. This activity will help young people become aware of their own filter bubble and how
to get outside of it. Ask young people if they have noticed that when they go online or login
to social media they are presented with content, news, articles or ads that somehow know
the things that they are interested in? Ask young people why they think this is?

Elicit Responses. Test this by demonstrating the concept of the filter bubble in real time and
searching online for something e.g. Egypt and look at their own search results, noting if
there is anything different than what appears on the whiteboard or flipchart. Did their
search results differ at all from what appears on the whiteboard or flipchart? If so, ask why
they think this is?

After taking feedback from young people explain that what we encounter when we go
online doesn't appear by coincidence — the content that appears on our online newsfeeds is
determined by the algorithm of the particular platform we are using. When we go online or
login to a social network we are generally presented with news, articles and content based
on our own searches online.

This is because platforms such as Google and Facebook use algorithms to personalise and
tailor their services to each user, meaning different users will see different content. This type
of content tends to reflect our own likes, views and beliefs and therefore isolating us from
differing views and opinions. This is often referred to as a filter bubble.

Play for young people this short explainer video on filter bubbles: https://youtu.be/pT-
KIkDIRNw

Important: False information can spread rapidly on social media, online platforms or in
messaging apps, often taking advantage of times of uncertainty. An obvious example of this
is the increase in the volume of false or misinformation encountered by most people during
the Covid19 pandemic.

Slide 17: Step 2. Distribute the Bursting your filter bubble worksheet and ask young people
to complete the first question — consider what are the benefits and drawbacks to getting
information online through a filter bubble? Sample answers include:

Benefits:

— Search engines can give us more relevant results that we want faster.

— Websites, apps, search engines show us content we've already shown an interest in.

— Websites that we commonly go to are easier to find, as they appear higher up in search
lists.

— Location tracking helps us search our area for relevant shops/ restaurants etc.

— We can save our login details on our devices so we don't have to keep retyping them.
Drawbacks:

— If search results are skewed and we are unaware of it, this affects our ability to access,
evaluate, and use information. We need to know if search results are biased in order to be
critical in our selection of information.

— Make you less open-minded and able to see things from someone else’s point of view.



Explain to young people that sometimes the filters we use to manage the vast amount of
information available online has become like a bubble around us where we mainly just get
opinions we already agree with and we have to learn how to burst that bubble.

Moving onto task 2 on the Bursting your filter bubble worksheet, ask young people to think
about their own filter bubble. To consider what search engine, apps, social media platforms,
etc they use to find out information about the world, their interests and their homework or
research — these are sources you trust and use on a daily basis. Young people are to list their
trusted sources they use on a daily basis inside their filter bubble.

Step 3. Next ask young people if they wanted to break out of your filter bubble, how might
you do it? What people and organisations might you follow? What new perspectives might
you seek out? How could you find them?
Suggestions include:
e Try doing a search with a search engine that you don't usually use e.g. DuckDuckGo,
sweetsearch
e Turn off targeted ads
e Regularly delete your browser history
e Follow trusted news sources, journalists, experts
e Swap one of your trusted sources for one you rarely use, maybe even just for a short
period of time.
Young people are to research and write their own suggestions beside each of the needles
to represent ways to burst their filter bubble. Then allow them to compare sources with
each other — this will provide an opportunity to compare and contrast sources and hopefully
find new sources.

Remind young people that they need to be careful about over reliance on the same
trusted sources.

Step 4. Ask young people for feedback on what new sources they are going to include to
burst their filter bubble. Finally, remind young people that the most important thing you
can do is make sure that you're not only getting news that confirms what you already
believe. At the same time it's important not to “overcorrect” and seek out sources that have
a totally opposite bias from yours, which will almost certainly make you angry and reinforce
your current opinions. Instead, find sources from a moderately different point of view.

Slide 18: Showcase

Young people will investigate the challenges and solutions digital media presents in our
community and assess the impact that digital media has on the individual and society. This
will be a group, project based work to explore the themes and topics covered in this
workshop. Safer Internet Day is a day to promote a safer internet for all users, especially
young people. It takes place in the month of February every year and is supported in Ireland
by Webwise, the Irish Internet Safety Awareness Centre. More information is available here:
www.webwise.ie/saferinternetday



Slide 19: Showcase

Young people are to work in groups of three (if appropriate) and should be given a certain
amount of freedom to pursue topics that are of interest or relevance to their lives within
each of the areas.

Tips for this Project:

There are lots of ways to get involved in Safer Internet Day. Here are some useful ideas to
help get started thanks to our friends at Webwise.

1. Get free wristbands for your schools for Safer Internet Day

Regardless of how big or small your event or activity is, if you are marking Safer Internet Day
— let us know! The interactive Safer Internet Day map of Ireland highlights the schools and
organisations from all over Ireland that are taking part. Register to feature on the map, and
to receive your free Safer Internet Day pack and wristbands.

2. Use the Free Webwise online safety resources, lessons and videos in your youth project.
Safer Internet Day is a great time to explore online safety topics and issues facing young
people. Use the FREE Webwise resources, lessons and presentations to address topics such
as cyberbullying, privacy, respectful online communication, screen time and online
wellbeing and more.

You could start a conversation about consent using the Lockers programme, or explore
digital media literacy topics such as big data and rights online using the Connected
programme. These resources can be accessed for free on webwise.ie and we also send out
hard copies to schools and youth groups.

3. Lead an internet safety talk using scripted Safer Internet Day presentations

Free scripted presentations are available for children and young people on
webwise.ie/saferinternetday, and have been specifically designed to help schools and
organisations taking part in Safer Internet Day. The Post-Primary level presentations explore
topics including News, Information and the Problems of False Information; Managing Your
Online Wellbeing; Respectful Commmunication Online; Self-Esteem Online — The Full Picture.

4. Sigh Up to the Webwise SID Ambassador Programme

The Safer Internet Day Ambassador Programme is a peer to peer youth programme that
gives students an opportunity to start an online safety campaign in their own school, youth
project, club or local community. The SID Ambassador Programme empowers young
people by providing them with opportunities to develop leadership, human relations, team
building and communication skills. Young people make a commitment to lead by example,
demonstrate respect and responsibility and engage in community service.

Applications for the programme open in October and more information about the
programme can be found here: https://www.webwise.ie/trending/sid-ambassador-
programme-open/.


https://www.webwise.ie/saferinternetday/sid-presentations/

WORKSHORP 3: SCRIPT

BIG DATA AND THE DATA ECONOMY

This workshop introduces young people to the topic of big data and gives an opportunity
to explore how the data economy works. It aims to explore how and why online companies
use personal information, the benefits it can bring and critique the ethical use of this
information for profit.

Supporting worksheets, instructions and videos can be found at:
Script

Slide 1: This workshop introduces young people to the topic of big data and gives an

opportunity to explore how the data economy works. It aims to explore how and why
online companies use personal information, the benefits it can bring and critique the
ethical use of this information for profit.

Slide 2: Key Learning for young people:

Young people will have an understanding of what personal data is and consider how it can
be used by online companies.

Young people will explore how social media platforms and other internet sites are
interconnected in a complex, networked system, to consider the opportunities and
implications of these systems, and how they influence people’s actions.

Slide 3: Activity 1

Step 1. Begin with the following anticipation exercise to stimulate group interest and help
them make connections to what has been previously discussed. Distribute the anticipation
exercise worksheet 3.1 and read aloud, or ask the young people to read each of the
statements, and ask them to write down whether they think the statements are true or
false.

Young people can then be paired up, or squared up (2 pairs make a group of 4) to
compare answers. Remind young people that the emphasis is not on right or wrong
answers but on sharing what they know and making predictions. Conclude with a whole
group discussion on what they anticipate big data to mean.

Step 2. Next, play the Ted Talk Big Data is Better Data
(www.ted.com/talks/kenneth_cukier_big_data_is_better_data#t-935433). A digital
alternative here could involve using a tool such as Edpuzzle to pause on key moments of
the video and ask questions.

Step 3. After watching the video discuss with the group that a big portion of our life
happens on the internet where a huge amount of data is generated and exchanged e.g.
watching videos, listening to music, chatting with friends, publishing content, shopping,
getting directions, etc.




Big data refers to large amounts of information (created by people or generated by
machines e.g. GPS signals, purchase records, satellite imagery, sensors gathering climate
information, etc) that require computer programs to process this data into smaller chunks
of information that we can understand more easily.

Step 4. Revisit with young people the anticipation exercise and ask young people to revise
their answers and check whether they still agree that the statements are true or false or if
they have changed their mind after watching the video.

Step 5. Next ask young people to consider what are benefits or potential risks with big
data. Some examples include: benefits — increased customer service, improved services,
greater innovation. Drawbacks include: sometimes results can be misleading,
cybersecurity risks, handling of sensitive or personal data. Explain to them that we live in
an age of Big Data, where everyone's personal data, including their online activities on
social media and web browsing in particular, means that people now are not only the
consumer but they are the product as well.

Slide 4: Activity 2

Step 1. Explain to young people that after looking at what big data means in the previous
activity we are going to delve more closely into how big data affects our personal
information. To consider what information is being collected about you every time you go
online and what the internet knows about you. Think about all the websites, apps, and
devices you use to go online — it might be to watch videos, listen to music, play games, or
learn new things. Can you tell me what apps you have used recently, during the last week?
Ok, so when you use these apps you share information about yourself. What kinds of
things have you shared online? If we Googled your name, what could we find? Do you
think that the internet can also work out things that you may not have said directly, for
example by using different types of information, including from other people like you?
What can apps work out about you that you didn't mean to tell them? So maybe the
internet knows quite a lot about you! But maybe the internet doesn’t know everything or
gets some things wrong.

Step 2. Once you have discussed their responses explain to young people that the
websites you visit gather information about your interests and behaviours online — from
this they create a profile of who you are and what your interests are based on your data
footprint so that the advertisements shown to you are personalised. Ask young people to
complete worksheet 3.2 (a) - what does the internet know about you?
1.What kind of person does the internet think you are? For example, does the internet
think you play rugby because you follow the Irish rugby team? Does the internet think
you like all pop music because you like Taylor Swift's music?
2.What doesn't it know about you? For example, does the internet know what your
favourite song, memory, food, etc. is?
3.Might it be wrong about you in any way? For example, is the internet always right in
predicting what your interests are or what content e.g. stories, suggestions to follow,
advertisements, you would like to see online?



Slide 4: Step 3. Go through responses and ask prompt questions for young people to
reflect on their responses such as:
e Who do you think collects this data? Why? What do they use it for? (Can it be used to
target advertising to you? How?)
e How do you think they do that? Why? How long do they keep this information about
you for?
e Can these apps ‘guess’ things about you like your favourite TV show or game? How?
e Why is the internet wrong about some things about you? Do you think over time it will
get more things correct or it won't?

Step 4. Now let's think about the data we share online and who it is shared with. Cut cards
from Worksheet 3.2 (c) and organise them into piles — every four identical cards should be
in one pile; you should have 12 piles of 4 cards. Then place the 4 categories from worksheet
3.2 (b) on the table and explain as follows: | have 12 cards with different types of data. | will
give them to you one at a time and you need to decide if you are happy to share this data
with:

1.Your online contacts (your online friends, people who follow you);

2.Your school, GP, future employer;

3.Companies (like the apps you use); or

4.You want to keep to yourself. You can put the same card in more than one place.

As young people are completing this, check their understanding while giving out one data
type (four identical cards) at a time. Ask one person to distribute them with the help of
others; probe for explanations, disagreements, variation within one card. Suggested
qguestions to ask while they are placing the cards:

e \Who would you share this with and why?

¢ How do you decide what to post (and where)? Why? What don't you post or share?

e What else might you put in the ‘keep to myself’ pile?

Step 5. After young people have placed all the cards ask them if they think they need to
move some of the cards on the table. Think about all the information that others share or
post online about you. Let's start with friends, other people at school or youth project. Who
else? Parents? facilitators? Doctor? Questions while they are reflecting on how others
share information about them and moving the cards around:
e How different is this to what you share?
e Could anyone get information about you from what your friends share, even if they do
not tag you?
e How do you feel about this?
e Canyou think of a situation where something was shared that you didn't want to be
shared?
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Step 6. Now, let's think again if more cards need to be moved. Do your apps collect other
information about you, in addition to the things that you or others post on them? Maybe
information that the apps and devices collect without you realising? More prompting may
be needed; check again about moving cards.

e Do they track how long you use an app for? Do they know where you are?

¢ What if you log into an app or website using a Facebook or Google login?

e What if you use devices like internet-connected toys (e.g., drone), games console

(Xbox), Smart home devices (Alexa, Google Home), fitness tracker (Fitbit), VR headset?

Now, looking at all the data on the table, does that seem a lot about you, or not too much?
Prompt young people to reflect on how much information about them is shared by asking
the following questions:
e Are you surprised how much information about you is available online?
e How do you feel about what the internet knows about you?
¢ Anything you might be worried about (now or in the future)? (e.g. anything
embarrassing)?
e Why is this information valuable to anyone? Why valuable to you?
e |sthere anything you can do to change how much information about you is available
online?

Finally, let's look at what you wrote earlier in part (a) of your digital footprint worksheet
about what the internet knows and doesn’t know about you. Do you think you would write
something different now? Why? Suggested digital element, use tools such as Wordle or
WordArt to create a world cloud of their digital footprint.

Slide 5: Activity 3

Step 1. Explain to young people that the fact that big data is increasingly important across
industries (from healthcare to transport, energy, retail, etc) reflects rapid changes in how
much data we're collecting, and the ways we're using it. In this activity we will continue to
look at how companies use your data footprint. Distribute the How do companies use
your Big data footprint? cloze test (Worksheet 3.3). Read through the cloze test before
playing the Explained: What is Big Data? video (available at www.webwise.ie/connected).
Instruct young people that they will answer the cloze test after viewing the video. After
viewing the video give young people time to answer the cloze test.

Step 2. Go through young people responses on the How do companies use your Big data
footprint? cloze test. Recap with young people the three types of data your personal data
falls into: first, the data you give to companies; second, the data generated about you by
the apps, platforms, services and websites that you use and third, data about you that has
been generated from other data about you (profiling). Emphasise to young people that
companies use the information generated from your data footprint to design and market
their products to your interests and we are going to consider how they do this.


http://www.webwise.ie/connected

Slide 5 Step 3. Put young people into groups of three. Distribute the Using Customer Data
worksheet and read through with young people. Remind young people it is important to
consider how the data gathered from their customers will influence how they design the
products. Encourage young people to use digital design tools such as Canva or Stencil to
create and present their product.

Step 4. Once young people have completed the worksheet, invite the groups to share their
products with the group. Tell young people it is important to explain how the consumer
data influenced their decisions about the design of their products. Focus more on critical
thinking skills — data doesn't create meaning —we do. It is important to give data context.

Step 5. Write on the whiteboard or flipchart positives and downsides to companies using
your personal data. Still in their groups, ask young people to come up with at least three
suggestions for each. Suggestions may include: it means you get a product/ service that
suits your wants and needs, helps products work better but it can also sometimes cause
people to buy things they don't need and/or can't afford; no control over who sees their
data — who their data is shared with. Remind young people that because of the value
placed on big data and personal data by companies now, that people now are not only the
consumer but they are also the product. When the product is free (e.g. email services,
social media platforms) — you are the product.

Step 6. Finally, tell young people that if they want to limit the information companies can
track about your behaviours, there are things you can do e.g. delete your browser history,
disable cookies.

Slide 6: Activity 4
Step 1. Before you begin have agree and disagree signs placed on either side of the room.
Then, gather all young people in the centre of the room.

Step 2. Tell young people this is a walking debate and that you are going to read out a
statement, which they have to decide whether they agree or disagree with, and why. Read
out the below statement and ask young people to indicate whether they AGREE or
DISAGREE with the statement by standing under the agree or disagree signs:

“Should companies and organisations be allowed to share private data in exchange for
money?”

Step 3. Draw feedback from young people after the statement is read. Ask why they took
the position they did? Why they agree or disagree with the statement?

Step 4. Once you have heard from a few young people from both sides ask if any young
people would have changed their position based on the contributions of others. If so, move
into that space and tell us why they have decided to move.



WORKSHORP 3: SCRIPT

BIG DATA AND THE DATA ECONOMY: SHOWCASE

Slide 7: Showcase

Young people will investigate the challenges and solutions digital media presents in our
community and assess the impact that digital media has on the individual and society.
This will be a group, project based work to explore the themes and topics covered in this
workshop. Safer Internet Day is a day to promote a safer internet for all users, especially
young people. It takes place in the month of February every year and is supported in
Ireland by Webwise, the Irish Internet Safety Awareness Centre. More information is
available here: www.webwise.ie/saferinternetday

Slide 8: Young people are to work in groups of three (if appropriate) and should be given a
certain amount of freedom to pursue topics that are of interest or relevant to their lives
within each of the areas. Web tools are recommended within each task description but
this is not to be restrictive or seen as an endorsement by Webwise but rather for
information purposes — if young people are aware or wish to present their project using an
alternative tool or digital media they are free to.

Tips for this campaign project:

Publish the results of this survey, demonstrating awareness of the rights of survey
participants, the purpose of the survey, the intended audience, and accessing different
platforms to disseminate the information. Include a recommendation about how
awareness could be raised amongst young people on their data footprint.

The results of the survey and recommendations should be presented using appropriate
visuals, graphics, images or infographics and all stages of planning and research should be
clearly documented.
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WORKSHOP 4: SCRIPT

YOUNG PEOPLE'S RIGHTS ONLINE

This workshop aims to increase awareness and knowledge of young people’s online rights,
e.g. the right to be forgotten, privacy, the right to information etc. It explores the legal
framework protecting young people’s rights online and considers the responsibilities and
risks presented by young people’s use of social media.

Supporting worksheets and instructions can be found at:
Script

Slide 1: This workshop aims to increase awareness and knowledge of young people’s online
rights, e.g. the right to be forgotten, privacy, the right to information etc. It explores the
legal framework protecting young people’s rights online and considers the responsibilities
and risks presented by young people’s use of social media.

Slide 2: Learning intentions:

This workshop gives young people an opportunity to reflect and understand what the laws
are in relation to online rights and privacy. Young people will demonstrate an
understanding of privacy and rights online by researching and developing a quiz on rights
and responsibilities online.

Slide 3: Activity 1

Step 1. Ask young people what do they understand the term “rights” to mean. A digital
alternative could include using a tool such as Mentimeter or Kahoot to ask 2 of the below
guestions to form the basis of a group discussion and establish prior learning.

Refer to laws and rights

Ask if they are aware of what laws, constitutions or international agreements protecting
their rights. Aim to elicit from young people the following: Bunreacht na hEireann,
Universal Declaration of Human Rights, United Nations Convention on the Rights of the
Child or European Convention on Human Rights.

Step 2. Divide the young people up into groups and give each group a copy of a simplified
version of the United Nations Convention on the Rights of the Child (UNCRC).

Step 3. Each group will then have the task of reading through the Convention and
identifying which rights, in their opinion, are most directly related to media and digital
technologies, giving grounds for each choice.
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Slide 3: Step 4. Next, give young people a copy of the Know Your Rights poster (Appendix
5). Explain to young people that over 30 years ago (1989) the United Nations wrote the
Convention on the Rights of the Child to set out the freedoms and protections that
countries must give children and young people under 18 years old. That was the same year
as the world wide web was invented. This means that the people who wrote the
Convention had no idea of the change that digital technology would bring to young
people’s lives. Now the Committee on the Rights of the Child, who look after the
Convention, have written down how children should be treated in the digital world.
General comment no. 25 sets out how children’s rights apply in the digital environment. It
will help states to understand what steps are necessary to respect protect and fulfill
children’s rights in all environments including the digital environment.

Step 5. In their groups of 2 or 3, have young people review the poster and choose the
digital right that most affects them, least affects them, the right they would choose to
discard, and the right that in their view is most frequently violated online.

Step 6. Elicit responses on each of the digital rights they chose for each category e.g., that
most or least affects them, and so on. Ask young people how they interpret that particular
right, why he or she made that particular choice and to tell a story, an anecdote, a news
item they know about, or an event experienced personally in which that right has been
promoted or violated.

Slide 4: Activity 2

Step 1. Explain to young people that just as we have rights and responsibilities in society,
we also have certain rights and responsibilities that apply to the online environment. In
this case we will look at the laws and regulations that have been set out to protect our
personal data. Your personal data is any information that relates to you personally or would
identify you. For example, when you provide personal data to create a social media
account — that company has a duty to comply with data protection laws and regulations
which limit what they can do with your personal data.

Your personal data is protected by laws and regulations such as the General Data
Protection Regulation (GCDPR), an EU law on data protection and privacy which gives you
more rights to know how your data is being used and why. We will now look at some of
the rights that are protected under the GDPR.

Step 2. Distribute the handout Your Data Protection Rights and divide the group into
groups of four. Within each group, each young person will act as the expert for one of the
Rights:

e The right to be informed (transparency) (Article 13 & 14 of the GDPR)

¢ The right to access your personal data (Article 15 of the GDPR)

e The right to rectification (Articles 16 & 19 of the GDPR)

e Theright to be forgotten (erasure) (Articles 17 & 19 of the GDPR)



WORKSHOP 4: SCRIPT

YOUNG PEOPLE'S RIGHTS ONLINE

Slide 4: Step 2. Each expert will read and/or summarise their Right to the group and lead a
short discussion on how it relates to their internet use; the expert for each Right should
also take notes on that discussion. The discussion should cover the following topics that
examine the ways in which this Right is relevant to young people’ internet use:
Situations: What situation can you think of where your rights under this Article are not
respected?
Challenges: What challenges can you think of that might make it difficult to guarantee
the rights under this Article?
Limits: What do you think would be reasonable limits for the rights guaranteed under
this Article?
Strategies: What do you think are the best strategies for ensuring the right is
guaranteed under this Article to all young people?
Write these topics on the whiteboard/flipchart for young people to reference.
Give young people about 20 minutes to discuss the four Articles.
(Young people may use the context of signing up and using social media sites/apps to
focus their discussion).

Step 3. Young people now form new groups with the other young people who were
experts on their particular Article. (So all of the young people who led the discussion on
Article 13 & 14 now form a group, all of those who led the discussion on Article 15 form a

group, and so on.) These expert groups now share the results of their discussions and
decide on the three items in each category (Situations, Challenges, Limits, Strategies) that
they agree are the most important.

Step 4. The experts now return to their original groups and present what they agreed
upon in their expert groups. The original groups now each select which of the four Articles
they feel is most important and relevant to their online use. They then select one item in
each category that they feel is most important. At the end of this process they will have
chosen one Article and, relating to it, one Situation, Challenge, Limit and Strategy they
think is most important and relevant with regards to their online use.

Now have young people present and defend their choices to the group, explaining why
that Article and related Situation, Challenge, Limit and Strategy are most important and
relevant with regards to their online use.
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WORKSHOP 4: SCRIPT

YOUNG PEOPLE'S RIGHTS ONLINE

Slide 5: Activity 3

Step 1. Explain to young people that this activity will focus on online rights, privacy and the
law. Tell young people that you don’t expect them to know everything on data protection
or privacy online. These can be complex topics and issues to understand. The purpose of
this activity is to help young people understand their rights and responsibilities online.

Step 2. Distribute and instruct young people to complete the Worksheet 4.3 Get the Facts
— Your Life Online Quiz OR as a digital alternative to the worksheet, test your students
knowledge with this short Kahoot quiz on online rights and the law with your group:
https://create.kahoot.it/share/your-life-online-get-the-facts/93e54alf-11c5-4f07-89ce-
1c6babe90c88

Step 3. When young people have finished the quiz provide feedback on the correct
answers. The FAQs sheet will provide you with the information you need to give young
people more information on the correct answers.

Slide 6: Activity 4

Step 1. Organise young people into small groups and ask them to brainstorm or research
the most recently enacted legislation in Ireland protecting people from harassment online,
including cyberbullying, the Harassment, Harmful Communication and Related Offences
Act 2020.

Step 2. Ask young people to research current legislation, Webwise has a helpful
information sheet on the law which can be found here: www.webwise.ie/lockers/cocos-
law-lesson/

Step 3. With this legal information, invite young people to create a quiz on this law to raise
awareness amongst young people on it. Young people might like to use digital resources
to create and share their quizzes e.g. Kahoot, Google Forms, Office 365, Quizlet, Quizzes,
Survey Monkey.

Step 4. Review, play and edit the quizzes as a group. This quiz could then be used as part
of the groups campaign/project in the Showcase.

Tips and ideas

— Creating the quizzes online allows young people to edit and modify their questions and
answers, as well as answer feedback after the group has reviewed their quiz.

This will help young people to practice editing their work and improving the clarity of their
writing.
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https://www.webwise.ie/lockers/cocos-law-lesson/

WORKSHOP 4: SCRIPT

YOUNG PEOPLE'S RIGHTS ONLINE

Slide 7: Activity 5

Step 1. Discuss the concept of privacy. Refer to article 16 of the UN Convention on the
Rights of the Child (Worksheet 4.1). Ask young people what they understand by privacy.
Note any keywords on the whiteboard. It may need to be pointed out that the issue of
privacy affects people in many different contexts, not just the home.

Step 2: Show young people pictures of famous people. The range of people chosen should
include gender balance. It should also reflect the global diversity of Ireland today.
Suggested list of famous people could include politicians, the president, rugby players,
radio presenters, musicians or authors.
Now, pose the following questions:
e Do these people have any privacy?

If not, how is it taken away?

When are they entitled to privacy?

When are they not entitled to privacy?

Should this be happening?

Could you imagine yourself in that situation?

If you are not famous, can your privacy be taken away?

Step 3: Ask young people to now consider their own lives and in pairs discuss the
questions:

e |Is my life private?

e When am | entitled to privacy?

¢ When am | not entitled to privacy?

e How can my privacy be taken away?
After about 5 minutes ask for feedback; from this note any keywords, which may not have
arisen in the previous discussion.

Step 4: Divide the group into groups of 3 and give each group one of the following
questions on privacy to discuss. To incorporate digital technology use a polling/voting tool
(Google Forms, Microsoft Forms) to get an overview of young people responses and get a
representation of what percentage of the group respond yes or no to each of the following
questions and prompt discussion points.
1.Is your social media account public?
2.Do you add people as “friends/followers” that you don't really know?
3.Do you know what apps installed on your phone have access to your information
(photos, contacts, email address)?
4.|s your location settings switched on?
5.When you click agree to a website or apps ‘terms and conditions’ do you read them
first or are you aware of what you are agreeing to?
6.Do you regularly tag your location when posting on social media?
7.Do you know who can view/access your photos on your social media profile?
8.1f you receive a message from someone you don't know, do you open it?
9.Do your friends regularly tag you in posts including memes, articles, photos on social
media?




Slide 7: Step 4. After a short time, ask each group to report back their thoughts to the
whole group. Point out to young people that if you answered yes to any of these then they
may not have as much control over their privacy as they might think. In summary, ask
young people to consider all the keywords, which have been collected around this
discussion on privacy, and to note any which may have surprised them.

Step 5: Next distribute the Worksheet 4.5 Caoimhe’s InstaFace to the groups and go
through the instructions with young people.

They are to highlight safe and unsafe features of this profile (using different coloured pens
or pencils). This fake social media account has been created to stimulate discussion about
young people’ privacy online and consider safe and potentially unsafe behaviours on social
networking platforms. Some questions to ask young people to consider while reviewing
Caoimhe's profile:

No.1 What types of personal information is it important to keep safe or private online?
No.2 What type of information is okay to share publicly?

No.3 How long can your personal information stay online?

No.4 How can you protect your personal information and privacy online?

Step 6: Take feedback from pupils on the safe and potentially unsafe features that they
have identified from this profile. Note sample responses below.

e Use of a cartoon image as profile picture.

e Some personal information has been limited (e.g. no year given in birthday).

e Caoimhe questions how she knows someone who has messaged her (“Erm, do | know
you?").

e Evidence of Caoimhe helping a friend to report online (Rebecca Hanrahan)

e Caoimhe uses the site to post positive things that make her happy, such as her pet dog.

e Caoimhe does report and block Thomas Mac after requesting to video chat.

e Caoimhe uses her full name.

e She reveals her general location in her bio and where she goes to school (Mayo Girl).

e She reveals the full name of her best friends in her bio (“that means you Siofra Duffy
and Kate Casey”).

e She reveals another social media profile name and encourages people to add her in her
bio (Add me on Snapchat: Caoimhebyrne06).

e |tis unlikely Cacimhe knows all the friends she has added (834 friends).

e She has lots of other photos (3457).

¢ She has added someone she doesn’'t know (Thomas Mac).

e Caoimhe reveals her location with those who can access her profile (potentially lots of
people who she doesn’t know as previously suggested) by checking in to the park.

e She also reveals this is very close to where she lives (“The view outside my bedroom
window this morning.”).

e She has all her settings on public view — her posts, pictures and location can be viewed
by everyone.



WORKSHOP 4: SCRIPT

YOUNG PEOPLE'S RIGHTS ONLINE: SHOWCASE

Slide 8: Showcase

Young people will investigate the challenges and solutions digital media presents in our
community and assess the impact that digital media has on the individual and society.
This will be a group, project based work to explore the themes and topics covered in this
workshop. Safer Internet Day is a day to promote a safer internet for all users, especially
young people. It takes place in the month of February every year and is supported in
Ireland by Webwise, the Irish Internet Safety Awareness Centre. More information is
available here: www.webwise.ie/saferinternetday.

Slide 9: Young people are to work in groups of three (if appropriate) and be given a certain
amount of freedom to pursue topics that are of interest or relevance to their lives within
each of the areas. Web tools are recommmended within each task description but this is not
to be restrictive or seen as an endorsement by Webwise but rather for information
purposes — if young people are aware or wish to present their project using an alternative
tool or digital media they are free to.

Tips for this project:

Ask the group to comment on relevant ethical or legal issues arising from relevant digital
media sources; reflect on any opinion or behavioural change as a result of engagement
with this issue; and, also commment on the implications of this issue for young people in
Ireland. For example, the right to freedom of expression e.g. regulating speech that incites
intolerance or violence online; the right to privacy e.g. the issue of greater transparency on
social media platforms terms and conditions, and providing clear guidelines on how they
use peoples data.

Use free website builders such as www.weebly.com or www.wordpress.com and
Change.org www.change.org to create a petition online for free. Video or animation tools
include Powtoon www.powtoon.com or Animoto https://animoto.com. Use Canva
www.canva.com or PiktoChart https://piktochart.com to create infographics online.
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https://www.powtoon.com/
https://piktochart.com/

Webwise promotes safer, better Internet use through awareness raising and education initiatives targeting
teachers, children, young people and parents. Webwise develops and disseminates resources that help teachers
integrate digital citizenship and online safety into teaching and learning in their schools. Webwise also provides
information, advice, and tools to parents to support their engagement in their children’s online lives. With the help
of the Webwise Youth Advisory Panel, Webwise develops youth oriented awareness raising resources and
training programmes that promote digital citizenship and address topics such as online wellbeing, cyber-bullying
and more.

WEBWISE PARENTS

Parents are the primary educators of their
children and children are spending an increasing
amount of time online at home. It is vital to
educate and support parents around this in order
to reinforce appropriate behaviour online.
Webwise provides free expert advice, practical
explainer guides, talking points and distribute free
hard copies of the Parents' Guide to a Better
Internet to schools, families and organisations.
Find out more here: webwise.ie/parents.

SAFER INTERNET DAY

Help raise awareness of important online safety
issues and topics by participating in Safer
Internet Day. Taking place each February, Safer
Internet Day is an ideal opportunity to promote
safer, better internet use among children and
the wider community. Webwise offer free
resources and activities for schools and
organisations. Find out more here:
webwise.ie/saferinternetday

ONLINE SAFETY ELEARNING
COURSE FOR YOUTH WORKERS

A FREE elearning to support the youth work
sector to help keep young people safe online
The Child Protection Programme in the National
Youth Council of Ireland supports the youth
work sector to meet their child protection and
safeguarding responsibilities. This eLearning
introduces youth workers and volunteers to key
topics in online safety, and addresses the
challenges that young people may face online. It
explores the importance of digital awareness in
your role and the ways you can support young
people to be safer online.
learning.youth.ie/courses/online-safety-and-
awareness-in-youth-work/
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